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ÌÎÄÅËÜ ÝÔÔÅÊÒÈÂÍÎÉ ÏÎËÈÒÈÊÈ ÈÍÔÎÐÌÀÖÈÎÍÍÎÉ ÁÅÇÎÏÀÑÍÎÑÒÈ 
Â ÊÎÍÒÅÊÑÒÅ ÏÐÀÊÒÈÊÈ ÓÏÐÀÂËÅÍÈß

MODEL OF EFFECTIVE INFORMATION SECURITY POLICY IN THE CONTEXT 
OF MANAGEMENT PRACTICE

Ñòàòüÿ�ïîñâÿùåíà�ïîëèòèêå�óïðàâëåíèÿ�èíôîðìàöèîííîé�áåçîïàñíîñòüþ.�Òåìà�èññëåäîâàíèÿ�ÿâëÿåòñÿ�
àêòóàëüíîé.�Â�ðàáîòå�ñîäåðæèòñÿ�îöåíêà�ýôôåêòèâíîñòè�ìîäåëè�óïðàâëåíèÿ�èíôîðìàöèîííîé�áåçî
ïàñíîñòüþ.�Îáçîð�ëèòåðàòóðû�ïî�óïðàâëåíèþ�èíôîðìàöèîííîé�áåçîïàñíîñòüþ�âûÿâèë�÷åòûðå�îñíîâíûõ�
íåäîñòàòêà,�êîòîðûå�ñíèæàþò�ïîëüçó�ðåêîìåíäàòåëüíûõ�õàðàêòåðèñòèê�äëÿ�ãîñóäàðñòâåííûõ�è�ìóíèöè
ïàëüíûõ�îðãàíîâ�âëàñòè,�âíåäðÿþùèõ�ìåòîäû�óïðàâëåíèÿ�èíôîðìàöèîííîé�ïîëèòèêîé.�Îáúåêò èññëå
äîâàíèÿ – ïðàêòèêè�óïðàâëåíèÿ�èíôîðìàöèîííîé�áåçîïàñíîñòüþ.�Ïðåäìåò èññëåäîâàíèÿ�–�ðàçðàáîòêà�
ýôôåêòèâíîé�ìîäåëè�óïðàâëåíèÿ�ïîëèòèêîé�èíôîðìàöèîííîé�áåçîïàñíîñòè�äëÿ�îðãàíîâ�âëàñòè. Öåëü 
ðàáîòû – èññëåäîâàíèå�îðèåíòèðîâàíî�íà�âûÿâëåíèå�ìåòîäîâ�óïðàâëåíèÿ�ïîëèòèêîé�èíôîðìàöèîííîé�
áåçîïàñíîñòè� äëÿ� ãîñóäàðñòâåííûõ� è� ìóíèöèïàëüíûõ� îðãàíîâ� âëàñòè.� Îáçîð� çàðóáåæíîé� ëèòåðàòóðû�
ïîêàçûâàåò,� ÷òî� öåëåñîîáðàçíî� îõàðàêòåðèçîâàòü� ýôôåêòèâíóþ� ìîäåëü� óïðàâëåíèÿ� èíôîðìàöèîííîé�
ïîëèòèêîé�äëÿ�îðãàíîâ�âëàñòè.�Îäíàêî�ñóùåñòâóåò�ðÿä�íåäîñòàòêîâ,�êîòîðûå�ñíèæàþò�ïîëåçíîñòü�è�ýô
ôåêòèâíîñòü�ìîäåëè�èíôîðìàöèîííîé�ïîëèòèêè�äëÿ�îðãàíîâ�âëàñòè�ïðè�ðåàëèçàöèè�ïîëèòèêè�áåç
îïàñíîñòè.�Â�ëèòåðàòóðå�îòñóòñòâóåò�öåëîñòíîå�ïðåäñòàâëåíèå�î�ìîäåëè�èíôîðìàöèîííîé�ïîëèòèêè;�íå�
ñóùåñòâóåò�åäèíîîáðàçèÿ�â�òåðìèíîëîãèè�è�ñåìàíòèêå;�èñïîëüçóþòñÿ�ðàçëè÷íûå�óðîâíè�äåòàëèçàöèè�
ïðè�îïèñàíèè�äåéñòâèé�ïî�óïðàâëåíèþ�ïîëèòèêîé;�çàòðóäíåíî�èñïîëüçîâàíèå�ðóêîâîäñòâà�ïî�óïðàâëå
íèþ�èíôîðìàöèîííîé�ïîëèòèêîé�èç�äðóãèõ�îáëàñòåé�ïðàêòèêè,�òàêèõ�êàê�óïðàâëåíèå�ðèñêàìè,�îáó÷åíèå�
èíôîðìàöèîííûì�ïðàêòèêàì�è�îñâåäîìëåííîñòü�â�îáëàñòè�áåçîïàñíîñòè.�Àâòîðû�ñòðóêòóðèðóþò�ñòàòüþ�
ñëåäóþùèì�îáðàçîì.�Âîïåðâûõ,�ðàññìàòðèâàþò�ñóùåñòâóþùèå�æèçíåííûå�öèêëû�óïðàâëåíèÿ�ïîëèòè
êîé�èíôîðìàöèîííîé�áåçîïàñíîñòè.�Âîâòîðûõ,�îáúÿñíÿþò�ìåòîäîëîãèþ�èññëåäîâàíèÿ,�èñïîëüçóåìóþ�
äëÿ�îáçîðà�è�àíàëèçà�ëèòåðàòóðû.�Âòðåòüèõ,�ïðåäëàãàþò�ìîäåëü�óïðàâëåí÷åñêèõ�ïðàêòèê,�ñâÿçàííûõ�ñ�
ïîëèòèêîé�èíôîðìàöèîííîé�áåçîïàñíîñòè.�Â÷åòâåðòûõ,�îáúÿñíÿþò�êàê�ïðåäëàãàåìàÿ�ìîäåëü�óñòðàíÿåò�
âûÿâëåííûå�íåäîñòàòêè.�Èç�èññëåäîâàíèÿ�ìîæíî�ñäåëàòü�äâà�âûâîäà:�1)�ìîäåëü�ïðàêòèêè�óïðàâëåíèÿ�
ïîëèòèêîé�èíôîðìàöèîííîé�áåçîïàñíîñòè�ïðåäïîëàãàåò�ïðèíóäèòåëüíîå�ïðèìåíåíèå�âëàñòè,�íàïðàâ
ëåííîå�íà�ðóêîâîäñòâî�ðèñêàìè;�2)�ìîäåëü�îðèåíòèðîâàíà�íà�âûäåëåíèå�òðåõ�ýòàïîâ�èíñòèòóàëèçàöèè��–�
ðàçðàáîòêó,�âíåäðåíèå�è�îöåíêó�óïðàâëåíèÿ�

Êëþ÷åâûå ñëîâà: ïîëèòèêà èíôîðìàöèîííîé áåçîïàñíîñòè, ïîëèòèêà óïðàâëåíèÿ áåçîïàñíîñòüþ, èíôîðìàöèîííàÿ 
áåçîïàñíîñòü, ìåòîäû çàùèòû èíôîðìàöèè, ãîñóäàðñòâåííîå è ìóíèöèïàëüíîå óïðàâëåíèå, ìîäåëè ýôôåêòèâíîé 
ïîëèòèêè, ïðàêòèêè óïðàâëåíèÿ, èíôîðìàöèÿ, óïðàâëåí÷åñêàÿ äåÿòåëüíîñòü, æèçíåííûé öèêë ïîëèòèêè 
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The�article�is�devoted�to�the�study�of�policy�in�the�field�of�information�security�management�and�is�relevant,�since�
it�contains�an�assessment�of� the�effectiveness�of� the� information�security�management�model.�However,�our�
review�of�the�information�security�management�literature�has�identified�four�major�weaknesses�that�reduce�the�
usefulness�of�recommendation�characteristics�for�state�and�municipal�governments�implementing�information�
policy�management�practices.�The aim of this article�is�to�provide�a�comprehensive�overview�of�information�se
curity�policy�management�and�to�develop�a�model�based�on�the�generalization�of�practice.�Our�review�of�foreign�
literature�shows�that�it�is�advisable�to�characterize�an�effective�model�of�information�policy�management�for�gov
ernment�bodies.�However,�there�is�a�number�of�shortcomings�that�reduce�the�usefulness�and�effectiveness�of�the�
information�policy�model�for�authorities�in�the�implementation�of�security�policy.�In�the�literature,�in�our�opinion:�
there�is�no�holistic�view�of�the�information�policy�model�(deficiency�1);�there�is�no�uniformity�in�terminology�and�
semantics�(flaw�2);�different�levels�of�detail�are�used�when�describing�policy�management�actions�(flaw�3);�and�it�
is�difficult�to�use�information�policy�management�guidance�from�other�practice�areas�such�as�risk�management,�
information�practice�training�and�security�awareness�(Gap�4).�The�authors�structure�the�article�as�follows.�Firstly,�
it�examines�the�existing�lifecycles�of�information�security�policy�management.�Secondly,�the�authors�explain�the�
research�methodology�used�to�review�and�analyze�the�literature.�Thirdly,�the�authors�propose�a�model�of�man
agement�practices�related�to�information�security�policy.�Fourthly,�the�authors�explain�how�the�proposed�model�
eliminates�the�identified�shortcomings.�Two�conclusions�can�be�drawn�from�the�study:�1)�the�model�of�informa
tion�security�policy�management�involves�the�enforcement�of�power�aimed�at�managing�risks;�2)�the�model�is�
focused� on� identifying� 3� stages� of� institutionalization�–� the� development,� implementation� and� assessment� of�
management�activities

Key words: information security policy, security management policy, information security, information protection methods, 
state and municipal management, effective policy models, management practices, information, management activities, pol
icy life cycle

Ââåäåíèå. Ðàñòåò� ïðèçíàíèå� ðîëè� óïðàâ
ëåíèÿ� â� çàùèòå� èíôîðìàöèè� îðãàíîâ�

âëàñòè� îò� ðÿäà� ðèñêîâ� áåçîïàñíîñòè,� òàêèõ�
êàê� óòå÷êà� ãîñóäàðñòâåííîé� òàéíû� è� èíòåë
ëåêòóàëüíîé� ñîáñòâåííîñòè,� íàðóøåíèå� ðà
áîòû� êðèòè÷åñêè� âàæíûõ� ñèñòåì� êàê� ñî� ñòî
ðîíû� âíóòðåííèõ,� òàê� è� ñî� ñòîðîíû�âíåøíèõ�
ôàêòîðîâ�óïðàâëåíèÿ�[1;�2;�3].�Ïîëèòèêà�–�ýòî�
óïðàâëåíèå,� ñ� ïîìîùüþ� êîòîðîãî� ðóêîâîä
ñòâî� êîíòðîëèðóåò� âûïîëíåíèå� ñòðàòåãè÷å
ñêèõ� è� òàêòè÷åñêèõ� óñòàíîâîê� ïî� âîïðîñàì�
ñòðóêòóðû� è� áåçîïàñíîñòè� èíôîðìàöèîííûõ�
òåõíîëîãèé�[1;�4].�Î÷åâèäíî,�÷òî�çàðóáåæíûå�
èññëåäîâàòåëè�óïðàâëåí÷åñêèå,�èíôîðìàöè
îííûå�ïðàêòèêè�íåðàçðûâíî�ñâÿçûâàþò�ñ�ïî
ëèòèêîé�áåçîïàñíîñòè�[5;�6].

Àêòóàëüíîñòü ïðîáëåìû� îðèåíòèðîâàíà�
íà� óïðàâëåíèå� ïîëèòèêîé� íà� îñíîâå� äðóãèõ�
îáëàñòåé� ïðàêòèêè,� òàêèõ� êàê� ðèñê,� ïðåäëà
ãàåìàÿ�ìîäåëü�ôîêóñèðóåòñÿ�èñêëþ÷èòåëüíî�
íà� ïðàêòèêå� óïðàâëåíèÿ� ïîëèòèêîé.� Óïóùå
íèå�ïðàêòèê�äðóãèõ�îáëàñòåé�óïðàâëåíèÿ�áåç
îïàñíîñòüþ� íå� îçíà÷àåò,� ÷òî� ïðåäëàãàåìàÿ�
ìîäåëü� èãíîðèðóåò� ýòè� ïðàêòèêè� è� èõ� âàæ
íîñòü�â�ïðîöåññå�óïðàâëåíèÿ�ïîëèòèêîé�áåç
îïàñíîñòè,�à�ñêîðåå�íàïðàâëåíà�íà�óïðîùå
íèå� ðóêîâîäñòâà� ïî� óïðàâëåíèþ� ïîëèòèêîé.�
Õîòÿ� ìîäåëü� íå� ðàññìàòðèâàåò� ïðîâåäåíèå�
îöåíêè� ðèñêîâ� â� êà÷åñòâå� ïðàêòèêè� óïðàâ
ëåíèÿ� ïîëèòèêîé,� îíà� ïðèçíàåò� âàæíîñòü�

îöåíêè�ðèñêîâ�íà�ýòàïå�ðàçðàáîòêè,� à�òàêæå�
íà�ýòàïå�îöåíêè�ïðîöåññà�óïðàâëåíèÿ�ïîëè
òèêîé.�Êðîìå�òîãî,�ìîäåëü�îðèåíòèðîâàíà�íà�
íåîáõîäèìîñòü� ïðîâåäåíèÿ� ïðîãðàììû� äëÿ�
ñâÿçè� è� îáåñïå÷åíèÿ� ñîáëþäåíèÿ� ïîëèòèêè�
áåçîïàñíîñòè.�Îäíàêî�ðàçðàáîòêà�è�ðåàëèçà
öèÿ�ïðîãðàììû�íå�ÿâëÿåòñÿ�÷àñòüþ�ïðîöåññà�
óïðàâëåíèÿ� ïîëèòèêîé,� ÷òî� îðèåíòèðóåò� íà�
ïðàêòè÷åñêóþ�çíà÷èìîñòü�ñòàòüè.�

Îáúåêò èññëåäîâàíèÿ – ïðàêòèêè�óïðàâ
ëåíèÿ�èíôîðìàöèîííîé�áåçîïàñíîñòüþ.�

Ïðåäìåò èññëåäîâàíèÿ� –� ðàçðàáîòêà�
ýôôåêòèâíîé�ìîäåëè�óïðàâëåíèÿ�ïîëèòèêîé�
èíôîðìàöèîííîé�áåçîïàñíîñòè�äëÿ�îðãàíîâ�
âëàñòè.

Öåëü ðàáîòû – èññëåäîâàíèå� îðèåíòè
ðîâàíî� íà� âûÿâëåíèå� ìåòîäîâ� óïðàâëåíèÿ�
ïîëèòèêîé� èíôîðìàöèîííîé� áåçîïàñíîñòè�
äëÿ�ãîñóäàðñòâåííûõ�è�ìóíèöèïàëüíûõ�îðãà
íîâ�âëàñòè.

Íà�îñíîâàíèè�çàÿâëåííîé�öåëè�ñôîðìó
ëèðîâàíû�ñëåäóþùèå çàäà÷è: 

–� ðàñêðûòü� ñîäåðæàíèå� ìîäåëè� óïðàâëå
íèÿ�ïîëèòèêîé�èíôîðìàöèîííîé�áåçîïàñíîñòè;

–� îïðåäåëèòü� ñâÿçü� ìîäåëè� ñ� îñóùåñò
âëåíèåì�âëàñòè�â�îðãàíàõ�óïðàâëåíèÿ;

–� ïðîàíàëèçèðîâàòü� ñòðóêòóðó� ìîäåëè�
èíôîðìàöèîííîé�áåçîïàñíîñòè.�

Òåõíîëîãèÿ èññëåäîâàíèÿ.� Âûïîëíåí�
îáçîð� è� àíàëèç� ëèòåðàòóðû,� ïðåäëîæåííûå�
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Îêîëè� è� Øàáðàìîì� (2010).� Ïðîöåññ� îáçîðà�
áûë� ñîñðåäîòî÷åí� ñíà÷àëà� íà� ÷åòûðíàäöàòè�
ñòàòüÿõ,� ñâÿçàííûõ� ñ� æèçíåííûìè� öèêëàìè�
áåçîïàñíîñòè.� Êàæäàÿ� ñòàòüÿ� ðàññìîòðåíà:�
àáçàöû� ñâåäåíû� ê� òåìàì,� à� ïðåäëîæåíèÿ,�
ñâÿçàííûå� ñ� ðàçðàáîòêîé� ïîëèòèêè,� –� ïîä
÷åðêíóòû.� Çàòåì� èäåè� è� êîíöåïöèè� çàïèñû
âàëèñü�íà�ïîëÿõ.�Ðåçþìå�ïîçâîëÿåò�èññëåäî
âàòåëÿì�âñïîìíèòü�âàæíûå�òåìû,�ñâÿçàííûå�
ñ�æèçíåííûì�öèêëîì�ïîëèòèêè�(çàðîæäåíèå,�
ðàçâèòèå,�óìèðàíèå,�îöåíêà).�Ïðîöåññ�êîäè
ðîâàíèÿ� áûë� èñïîëüçîâàí� äëÿ� ñèíòåçà� ñòà
òåé,� îí� âêëþ÷àë� îòêðûòîå,� îñåâîå� è� ñåëåê
òèâíîå� êîäèðîâàíèå,� êàê� îïèñàíî� â� Neuman�
(2006).

Âòîðîé�îáçîð�íà÷àëñÿ�ñ�áîëåå�ïðèñòàëü
íîãî� âíèìàíèÿ� ê� ïîä÷åðêíóòûì� âûäåðæêàì�
è�ðåçþìå,�ïîëó÷åííûì�â�ðåçóëüòàòå�ïåðâîãî�
îáçîðà.�Ïîÿâèëèñü�òåìû,�ñâÿçàííûå�ñ�óïðàâ
ëåíèåì� ïîëèòèêîé.� Èññëåäîâàòåëè� ðàññìî
òðåëè�âûÿâëåííûå�ïðîáëåìû,�óäåëÿÿ�áîëüøå�
âíèìàíèÿ�òåìàì,�êîòîðûå�÷àñòî�îáñóæäàþò
ñÿ�â�ñòàòüÿõ.�Òåìû�ðàçäåëåíû�íà�ïîäòåìû,�à�
íåñêîëüêî�ðîäñòâåííûõ�ïîíÿòèé�îáúåäèíåíû�
â� áîëåå� îáùóþ� òåìó.� Ïðîâåäåíî� ñðàâíåíèå�
ìåæäó�òåìàìè,�êîòîðûå�ïîÿâëÿþòñÿ�â�ðàçíûõ�
ìåñòàõ.� Ïðîâåäåí� îáçîð� 92� ïóáëèêàöèé,� êî
òîðûå�íåïîñðåäñòâåííî�íå�çàòðàãèâàþò�ïðî
öåäóðó� ðàçðàáîòêè� ïîëèòèêè� áåçîïàñíîñòè.�
Ïðîöåññ� ïðîâåðêè� îñíîâàí� íà� ðåçóëüòàòàõ�
æèçíåííîãî� öèêëà� ïîëèòèêè� áåçîïàñíîñòè.�
Íîâûõ�ïðîáëåì�íå�âûÿâëåíî.�Îáçîð�ïîçâîëèë�
ïîëó÷èòü�ïîäðîáíóþ�èíôîðìàöèþ�îá�ýòàïàõ�
æèçíåííîãî�öèêëà�ïîëèòèêè�áåçîïàñíîñòè.�Â�
îòäåëüíûõ� æèçíåííûõ�öèêëàõ� óïîìèíàåòñÿ� î�
âàæíîñòè�âîâëå÷åíèÿ�çàèíòåðåñîâàííûõ�ñòî
ðîí�â�ïðîöåññ�ðàçðàáîòêè�ïîëèòèêè�áåçîïàñ
íîñòè.� Îäíàêî� íå� îïðåäåëåíî,� êòî� ÿâëÿåòñÿ�
çàèíòåðåñîâàííûìè�ñòîðîíàìè�è�íå�óñòàíîâ
ëåíà�èõ�ðîëü�è�îáÿçàííîñòè�â�ïðîöåññå�ðàç
ðàáîòêè�ïîëèòèêè.�

Ìåòîäîëîãèÿ èññëåäîâàíèÿ. Äëÿ�ðàçðà
áîòêè� ïîëèòèêè� áåçîïàñíîñòè� èñïîëüçîâàí�
ïîäõîä�æèçíåííîãî�öèêëà.

Ìåòîäû èññëåäîâàíèÿ.� Èñïîëüçîâàëñÿ�
ñðàâíèòåëüíûé�è�áèáëèîãðàôè÷åñêèé�ìåòîä.�
Ïðèìåíÿëèñü�êàê�îáùåíàó÷íûå,�òàê�è�ñîöèî
ëîãè÷åñêèå�ìåòîäû�èññëåäîâàíèÿ.�

Ñòåïåíü èçó÷åííîñòè òåìû. Ðÿä� èññëå
äîâàíèé�ïîñâÿùåí�ðàçðàáîòêå�è�ðåàëèçàöèè�
ïîëèòèêè�èíôîðìàöèîííîé�áåçîïàñíîñòè�[7;�
8;� 9;� 10;� 11;� 12].� Áîëüøèíñòâî� èç� íèõ� ïðåä
ñòàâëÿþò� ðàçâèòèå� ïîëèòèêè� áåçîïàñíîñòè�
êàê� ìíîãîñòóïåí÷àòûå� æèçíåííûå� öèêëû.�

Èñïîëüçîâàíèå� ïîäõîäà� æèçíåííîãî� öèêëà�
ïîçâîëÿåò�ýôôåêòèâíî�óïðàâëÿòü�ïðîöåññîì�
ðàçðàáîòêè� ïîëèòèêè� áåçîïàñíîñòè� è� ïðåä
óñìàòðèâàåò� âûïîëíåíèå� âñåõ� âàæíûõ� äåé
ñòâèé� äëÿ� ðåàëèçàöèè� çàäà÷è� [5;� 13].� Ølnes�
[14]� ïîä÷åðêèâàåò� âàæíîñòü� íàçâàííîãî� ìå
òîäîëîãè÷åñêîãî� ïîäõîäà� äëÿ� ðàçðàáîòêè,�
îñóùåñòâëåíèÿ� è� ïîääåðæàíèÿ� ïîëèòèêè�
áåçîïàñíîñòè.� Ïàòðèê� [13]� óòâåðæäàåò,� ÷òî�
èñïîëüçîâàíèå� ïîäõîäà� æèçíåííîãî� öèêëà�
ïîëèòèêè�áåçîïàñíîñòè�îáåñïå÷èò�êîìïëåêñ
íûé�ïðîöåññ�ðàçðàáîòêè,�îõâàòûâàþùèé�âñå�
íåîáõîäèìûå�ìåðîïðèÿòèÿ�äëÿ�ýôôåêòèâíîé�
ïîëèòèêè�áåçîïàñíîñòè.

Ðåçóëüòàòû èññëåäîâàíèÿ. Â�õîäå�èññëå
äîâàíèÿ�â�ñóùåñòâóþùèõ�ìîäåëÿõ�ðàçðàáîò
êè� ïîëèòèêè� âûÿâëåíû� ÷åòûðå� íåäîñòàòêà,�
÷òî�îòðàæåíî�â�òàáë.�1:

1)� îòñóòñòâèå� öåëîñòíîãî� ïðåäñòàâëå
íèÿ�î�æèçíåííîì�öèêëå�ïîëèòèêè.�Ýòî�ìîæíî�
÷åòêî�îïðåäåëèòü�â�íåêîòîðûõ�ñóùåñòâóþùèõ�
ìîäåëÿõ� ðàçðàáîòêè� ïîëèòèêè.� Íàïðèìåð,�
Áàþê�(1997)�ïðåäñòàâëÿåò�ïðîöåññ,�êîòîðûé�
ôîêóñèðóåòñÿ� íà� ðàçðàáîòêå� ïðîãðàììíûõ�
äîêóìåíòîâ�è�íå�âêëþ÷àåò�ïðàêòèê,�ñâÿçàííûõ�
ñ� ðåàëèçàöèåé� è� ïîääåðæàíèåì� ïîëèòèêè.�
Ïðîöåññ�Áàþêà�(1997)�ñîñòîèò�èç�íåñêîëüêèõ�
ýòàïîâ:� îí� íà÷èíàåòñÿ� ñ� îïðåäåëåíèÿ� àêòè
âîâ;� ôîðìèðîâàíèå� êîìàíäû� äëÿ� ðàçðàáîò
êè�ïîëèòèêè;�ñîñòàâëåíèå�ïðîåêòà�ïîëèòèêè,�
êîòîðûé� ðàññìàòðèâàåòñÿ� è� óòâåðæäàåòñÿ� ê�
ïóáëèêàöèè.� Èññëåäîâàòåëè� (Ïàòðèê� (2002)�
ïðåäïîëàãàþò,� ÷òî� ïîëèòèêà� áåçîïàñíîñòè�
âûõîäèò� çà� ðàìêè� ðàçðàáîòêè� äîêóìåíòà.�
Ïîäîáíî� Áàþêó� (1997),� ìîäåëü� ðàçðàáîòêè�
ïîëèòèêè�Ýëíåñà�(1994)�íå�ÿâëÿåòñÿ�öåëîñò
íîé,�òàê�êàê�îíà�êîíêðåòíî�íå�êàñàåòñÿ�ìåõà
íèçìà� ðàçðàáîòêè,� ïåðåäà÷è,� ïðèìåíåíèÿ� è�
îöåíêè�ïîëèòè÷åñêîé�èíôîðìàöèè.�Â�ðàáîòå�
ÀëüÌàÿõè� è� Ñààäà� (2014)� îñíîâíîå� âíèìà
íèå� óäåëÿåòñÿ� ðàçðàáîòêå� ïîëèòèêè� èíôîð
ìàöèîííîé� áåçîïàñíîñòè,� à� íå� ðóêîâîäñòâó�
ïî�ïðîöåññó�åå�ðàçðàáîòêè;

2)� ñóùåñòâóþùèå� ìîäåëè� ðàçðàáîòêè�
ïîëèòèêè� íå� èìåþò� ïîñëåäîâàòåëüíîñòè� â�
òåðìèíîëîãèè� è� ñåìàíòèêå.� Â� òî� âðåìÿ� êàê�
[15;�16;�17;�13;�12]�ïðåäñòàâèëè�áîëåå�öåëîñò
íûé�âçãëÿä�íà�ïðîöåññ�ðàçðàáîòêè�ïîëèòèêè,�
ñóùåñòâóåò�íåñêîëüêî�ïåðåñåêàþùèõñÿ�êîí
öåïöèé,�òàêèõ�êàê�ñîáëþäåíèå,�ìîíèòîðèíã�è�
ïðàâîïðèìåíåíèå.�Ýòè�òðè�êîíöåïöèè�ïðîÿâ
ëÿþòñÿ�â�ïîäõîäå�êàê�òðè�îòäåëüíûõ�âèäà�äå
ÿòåëüíîñòè,�â�òî�âðåìÿ�êàê�îíè�ïðåäñòàâëÿþò�
ñîáîé� óñèëèÿ� ðóêîâîäñòâà� ïî� îáåñïå÷åíèþ�
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ñîáëþäåíèÿ� ïîëèòèêè� ñîòðóäíèêàìè.� Ññû
ëàÿñü� íà� îäíó� êîíöåïöèþ� â� òðåõ� ðàçëè÷íûõ�
òåðìèíàõ,�èññëåäîâàòåëè�îöåíèâàëè�ðàçíûå�
âèäû�äåÿòåëüíîñòè,�÷òî�ìîæåò�âûçâàòü�ïóòà
íèöó�ñðåäè�ñïåöèàëèñòîâ�áåçîïàñíîñòè,�ïðè
ñòóïàþùèõ�ê�ïðîöåññó�ðàçðàáîòêè�ïîëèòèêè;�

3)�ïðè�îïèñàíèè�äåÿòåëüíîñòè�ïî�óïðàâ
ëåíèþ� ïîëèòèêîé� ñóùåñòâóþùèå� ìîäåëè�
ðàçðàáîòêè�ïîëèòèêè�èñïîëüçóþò�ðàçëè÷íûå�
óðîâíè�äåòàëèçàöèè.�Êàæäàÿ�èç�ìîäåëåé�îò
ëè÷àåòñÿ� óðîâíåì� äåòàëèçàöèè� è� àêöåíòîì�
íà�àñïåêòàõ�ðàçðàáîòêè�ïîëèòèêè.�Íàïðèìåð,�
Hare�[15]�ñèñòåìàòè÷åñêè�ïðåäñòàâëÿåò�ïðî
öåññ�ðàçðàáîòêè�ïîëèòèêè�áåçîïàñíîñòè,�îä
íàêî�îòñóòñòâóþò�ïîäðîáíûå�ñâåäåíèÿ�î�òîì,�
êàê�ýòà�ïîëèòèêà�áóäåò�îïóáëèêîâàíà�(êàêóþ�
ôîðìó� îíà� ïðèìåò,� íàïðèìåð,� îíëàéí),� êàê�
îíà�áóäåò�ïåðåäàâàòüñÿ�è�ïðèìåíÿòüñÿ.�Êðî
ìå�òîãî,�Hare�[15]�íå�îáñóæäàë�âîïðîñ�î�ñîîò
âåòñòâèè�ïîëüçîâàòåëåé�ïîëèòèêå�è�âàæíîñòè�
îñâåäîìëåííîñòè�ïîëüçîâàòåëåé�è�îáó÷åíèÿ�
â� îáëàñòè� êîììóíèêàöèè� è� îáåñïå÷åíèÿ� ñî
áëþäåíèÿ� ïîëèòèêè� áåçîïàñíîñòè� â� îðãàíè
çàöèÿõ.�Ïðîáëåìà�ñîäåðæàíèÿ�òàêæå�ïðîñëå
æèâàåòñÿ�â�ïðåäëàãàåìûõ�ýòàïàõ�ðàçðàáîòêè�
ïîëèòèêè� [18;� 19;� 9;� 17;� 12;� 20;� 21].� Àâòîðû�
äàþò�ñêóäíûå�ñâåäåíèÿ�î�ìíîãèõ�âàæíûõ�ìå
ðîïðèÿòèÿõ�â�ïðîöåññå�ðàçðàáîòêè�ïîëèòèêè�
áåçîïàñíîñòè.� Íàïðèìåð,� æèçíåííûé� öèêë,�
ðàçðàáîòàííûé� Óèòìåíîì� [22],� íå� ñîäåðæèò�
óêàçàíèé� ïî� ïåðåäà÷å� è� ïðèìåíåíèþ� ïîëè
òèêè.�Êðîìå�òîãî,�Knapp�et�al.� ïðåäëàãàåò�
ìîäåëü�ðàçðàáîòêè�ïîëèòèêè,�êîòîðàÿ�ïðåä

ñòàâëÿåò� ïðîöåññ� â� î÷åíü� îáùåì� âèäå,� íå�
ðàçðàáîòàíî� äåòàëüíîå� îïèñàíèå� ïðàêòèêè�
óïðàâëåíèÿ�ïîëèòèêîé;

4)� òðóäíî� îòäåëèòü� âîçäåéñòâèå� ïî�
óïðàâëåíèþ� ïîëèòèêîé� îò� ðóêîâîäñòâà� äðó
ãèìè� ïðàêòè÷åñêèìè� îáëàñòÿìè,� òàêèìè� êàê�
óïðàâëåíèå�ðèñêàìè.�Ýòî�ñâÿçàíî�ñ�òåì,�÷òî�
ìîäåëè,�ïðåäëîæåííûå�Ølnes� ,�Rees�et�al.�

,�Knapp�et�al.� �è�Patrick� ,�âêëþ÷à
þò�òàêèå�ïðàêòèêè,�êàê�îöåíêà�ðèñêîâ,�ðàçðà
áîòêà� ïðîãðàììû� ïîâûøåíèÿ� îñâåäîìëåí
íîñòè� î� áåçîïàñíîñòè,� âûáîð� òåõíè÷åñêèõ�
ñðåäñòâ�êîíòðîëÿ�â�ðàìêàõ�ýòàïîâ�ðàçðàáîò
êè� ïîëèòèêè.� Ìû�ïðèçíàåì�âàæíîñòü� îöåíêè�
ðèñêîâ� â� ïðîöåññå� ðàçðàáîòêè� ïîëèòèêè,� à�
òàêæå� íåîáõîäèìîñòü� ïîâûøåíèÿ� îñâåäîì
ëåííîñòè� î� áåçîïàñíîñòè� è� ïîäãîòîâêå� êà
äðîâ� äëÿ� èíôîðìèðîâàíèÿ� è� îáåñïå÷åíèÿ�
ïîëèòèêè,� ïðè� ýòîì� óòâåðæäàåì,� ÷òî� îöåíêà�
ðèñêîâ�è�ðàçðàáîòêà�ïðîãðàììû�ïîâûøåíèÿ�
îñâåäîìëåííîñòè� è� îáó÷åíèÿ� ïî� âîïðîñàì�
áåçîïàñíîñòè�íå�ÿâëÿþòñÿ�÷àñòüþ�æèçíåííî
ãî�öèêëà�ïîëèòèêè�áåçîïàñíîñòè.�Æèçíåííûå�
öèêëû� ðàçðàáîòêè� ïîëèòèêè,� ïðåäëîæåííûå�
Îëíåñîì�(1994),�Ðèñîì�è�äð.�(2003),�âûõîäÿò�
çà�ðàìêè�ðàçðàáîòêè�ïîëèòèêè�áåçîïàñíîñòè�
è� îðèåíòèðîâàíû� íà� ðàçðàáîòêó� ïðîãðàììû�
áåçîïàñíîñòè� â� îðãàíèçàöèè.� Îíè� êàñàþòñÿ�
ïîëèòèêè�áåçîïàñíîñòè,�îöåíêè�ðèñêîâ,�òåõ
íè÷åñêîãî� êîíòðîëÿ� è� ðåàãèðîâàíèÿ� íà� èí
öèäåíòû.�Ïîëèòèêà�áåçîïàñíîñòè�–�ýòî�÷àñòü�
îáùåé�ïðîãðàììû�áåçîïàñíîñòè,�íà�êîòîðîé�
ôîêóñèðóåòñÿ�ìîäåëü.

Òàáëèöà�1�/�Table�1�

Ñâîäíàÿ èíôîðìàöèÿ î íåäîñòàòêàõ, âûÿâëåííûõ â ñóùåñòâóþùèõ ìîäåëÿõ ðàçðàáîòêè ïîëèòèêè / 
Summary of weaknesses identified in existing policy development models

Ðàçðàáîò÷èêè  / Developers
Íåäîñòàòêè / Disadvantages

1é 2é 3é 4é
Rees et al. (2003) X X

Patrick (2002) X X
Knapp et al. (2009) X X
Karyda et al. (2005) X

Kadam (2007) X X
Hare (2002) X X

Bayuk (1997) X X
Wood (1995) X X
Ølnes (1994) X X

Whitman et al. (1999) X
Saltzman and Gadkari (2004) X X
Whitman and Mattord (2008) X

Lowery (2002) X X
AlMayahi and Sa’ad (2014) X X
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Òàêèì� îáðàçîì,� îáçîð� ëèòåðàòóðû� ñâè
äåòåëüñòâóåò� î� ÷åòûðåõ� êðèòè÷åñêèõ� íåäî
ñòàòêàõ,� êîòîðûå� âëèÿþò� íà� îðãàíèçàöèè,�
ñòðåìÿùèåñÿ� ðåàëèçîâàòü� ïîëèòèêó� èíôîð
ìàöèîííîé� áåçîïàñíîñòè,� à� òàêæå� ïîääåð
æèâàåò�óòâåðæäåíèå�Knapp�et�al.�[9]�î�íåîáõî
äèìîñòè�ýìïèðè÷åñêèõ�èññëåäîâàíèé�â�ýòîé�
îáëàñòè,�ïîñêîëüêó�áîëüøèíñòâî�ñóùåñòâóþ
ùèõ�ìîäåëåé�ðàçðàáîòêè�ïîëèòèêè�ÿâëÿþòñÿ�
êîíöåïòóàëüíûìè�è�íå�ïîäêðåïëÿþòñÿ�ýìïè
ðè÷åñêèìè�äàííûìè.�

Ïðîöåññ� ïðîâåðêè� îñíîâûâàëñÿ� íà� âû
äåëåíèè� íàìè� ìåòîäîâ� óïðàâëåíèÿ� ïîëèòè
êîé� áåçîïàñíîñòè.� Ìû� îïðåäåëÿåì� ïðàêòè
êó� óïðàâëåíèÿ� ïîëèòèêîé� êàê� äåÿòåëüíîñòü�
ñòðàòåãè÷åñêîãî� óðîâíÿ,� îñóùåñòâëÿåìóþ�
äëÿ� óïðàâëåíèÿ� ïîëèòèêîé� áåçîïàñíîñòè� â�
îðãàíàõ�âëàñòè.�Óïðàâëåíèå�ïîëèòèêîé�áåç
îïàñíîñòè� âêëþ÷àåò� ðàçðàáîòêó,� âíåäðåíèå�

è� îöåíêó� ïîëèòèêè� áåçîïàñíîñòè.� Ïðîöåññ�
êîäèðîâàíèÿ,� â� êîíå÷íîì� èòîãå,� ïðèâåë� ê�
âûÿâëåíèþ� ìåòîäîâ� óïðàâëåíèÿ� ïîëèòèêîé�
áåçîïàñíîñòè.� Êàæäàÿ� ïðàêòèêà� èìååò� íå
ñêîëüêî� âèäîâ� äåÿòåëüíîñòè.� Ýòè� ïðàêòèêè�
ñãðóïïèðîâàíû�â�òðè�ýòàïà.�

Îáùåå� ïîíèìàíèå� âîçíèêëî� â� ðåçóëü
òàòå� ñèñòåìàòè÷åñêîãî� îáçîðà� è� ïðîöåññà�
ïðîâåðêè� è� ïðèâåëî� ê� ðàçðàáîòêå� ìîäåëè�
ïðàêòèêè�óïðàâëåíèÿ�ïîëèòèêîé�èíôîðìàöè
îííîé�áåçîïàñíîñòè.�Â�òàáë.�2�ïðåäñòàâëåíà�
ìîäåëü,�ñîñòîÿùàÿ�èç�òðåõ�îñíîâíûõ�ýòàïîâ:�

1�–�ðàçâèòèÿ;
2�–�îñóùåñòâëåíèÿ�òåõíè÷åñêîãî�îáñëó

æèâàíèÿ;
3�–�îöåíêè.�
Êàæäûé� ýòàï� ñîñòîèò� èç� íåñêîëüêèõ�

ïðàêòèê,�êàæäàÿ�èç�êîòîðûõ�âêëþ÷àåò�ðÿä�âè
äîâ�äåÿòåëüíîñòè.

Òàáëèöà�2�/�Table�2
 Ìîäåëü ïðàêòèêè óïðàâëåíèÿ ïîëèòèêîé èíôîðìàöèîííîé áåçîïàñíîñòè / 

Information Security Policy Management Practice Model

Ýòàïû 
æèçíåííîãî 
öèêëà / Life 
cycle stages

Ïðàêòèêà / Practice Ìåðîïðèÿòèÿ / Events

Ôîðìèðîâàíèå 
è ðàçâèòèå / 

Formation and 
development

Ñîçäàíèå ãðóïïû ðàçðàáîòêè 
ïîëèòèêè èíôîðìàöèîííîé áåçîïàñ

íîñòè / Creation of an information 
security policy development group 

Îïðåäåëåíèå êëþ÷åâûõ çàèíòåðåñîâàííûõ ñòîðîí / 
Identification of key stakeholders

Îïðåäåëåíèå ðîëåé è îáÿçàííîñòåé / Defining roles and responsibilities

Îïðåäåëåíèå ïîòðåáíîñòåé 
îðãàíèçàöèè â îáëàñòè 

áåçîïàñíîñòè / Identification of the 
organization’s security needs

Îïðåäåëåíèå òðåáîâàíèé áåçîïàñíîñòè / Defining security requirements

Îöåíêà òåêóùåé ïîëèòèêè è ïðîöåäóð îðãàíèçàöèè / Evaluation of the 
organization’s current policies and procedures

Ñîñòàâëåíèå äîêóìåíòà ïîëèòèêè 
áåçîïàñíîñòè / Drafting a security 

policy document

Âûáîð êîìïîíåíòîâ ïîëèòèêè / Selecting policy components

Ïðîåêò ïîëèòèêè áåçîïàñíîñòè / Draft security policy

Îáçîð ïðîåêòà ïðîãðàììíîãî äîêóìåíòà / Overview of the draft policy 
document

Âíåäðåíèå è 
îáñëóæèâàíèå / 
Implementation 

and maintenance 

Ïîëèòèêà ðàñïðîñòðàíåíèÿ / 
Distribution Policy

Âûáîð ñïîñîáîâ ðàñïðîñòðàíåíèÿ ïîëèòèêè / Choosing how to 
distribute the policy 

Âûïîëíåíèå ôàêòè÷åñêîãî ðàñïðåäåëåíèÿ / Performing the actual 
distribution

Êîììóíèêàöèîííàÿ ïîëèòèêà / 
Communication policy

Èíôîðìèðîâàíèå î ïîëèòèêå îñóùåñòâëÿåòñÿ ðàçëè÷íûìè ñïîñîáà
ìè, òàêèìè êàê áðèôèíãè, ñåìèíàðû è èíôîðìàöèîííûå êàìïàíèè / 

Informing about the policy is carried out in various ways, such as briefings, 
seminars and information campaigns 

Ïðèíóäèòåëüíîå ïðèìåíåíèå 
ïîëèòèêè / Policy enforcement

Ïðîâåäåíèå ìåðîïðèÿòèé ïî ñîáëþäåíèþ ïîëèòèêè (âíåäðåíèå òåõ
íîëîãè÷åñêèõ ìåõàíèçìîâ è ïðîâåäåíèå ïðîãðàììû) / Implementation 

of measures to comply with the policy (introduction of technological 
mechanisms and implementation of the program)

Óìèðàíèå, 
îöåíêà / Dying, 

evaluation

Ïåðèîäè÷åñêè ïåðåñìîòð ïîëèòèêè 
èíôîðìàöèîííîé áåçîïàñíîñòè / 
Periodically review the information 

security policy

Ñáîð îòçûâîâ îò çàèíòåðåñîâàííûõ ñòîðîí î ïîëèòèêå 
áåçîïàñíîñòè / Collecting feedback from stakeholders about 

the security policy 

Èçó÷åíèå îò÷åòîâ îá èíöèäåíòàõ áåçîïàñíîñòè è íîâàÿ îöåíêà ðèñêîâ / 
Review of security incident reports and a new risk assessment
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Îõàðàêòåðèçóåì� ñòàäèè� æèçíåííîãî�
öèêëà� ïîëèòèêè� îáåñïå÷åíèÿ� èíôîðìà
öèîííîé� áåçîïàñíîñòè.� Ñòàäèÿ� ðàçâèòèÿ�
ïðåäñòàâëÿåò� ñîáîé� âñå� ïðàêòèêè,� ñâÿçàí
íûå� ñ� ðàçðàáîòêîé� ïîëèòèêè� èíôîðìàöè
îííîé� áåçîïàñíîñòè� è� ñîçäàíèå� ãðóïïû�
ðàçðàáîò÷èêîâ� ïîëèòèêè� èíôîðìàöèîííîé�
áåçîïàñíîñòè.�

Ó÷àñòèå� çàèíòåðåñîâàííûõ� ñòîðîí� â�
ïðîöåññå� ðàçðàáîòêè� ïîëèòèêè� áåçîïàñíî
ñòè� ÿâëÿåòñÿ� ôàêòîðîì� åå� óñïåõà� íà� ýòàïàõ�
ðàçðàáîòêè,�ðåàëèçàöèè�è�îöåíêè.�Òàêèì�îá
ðàçîì,� ñîçäàåòñÿ� êîìàíäà� ïðåäñòàâèòåëåé�
çàèíòåðåñîâàííûõ�ñòîðîí�ñî�âñåé�îðãàíèçà
öèè�è�íà�âñåõ�óðîâíÿõ:�òåõíè÷åñêèé�ïåðñîíàë,�
ëèöà,� ïðèíèìàþùèå� ðåøåíèÿ,� ìåíåäæåðû,�
þðèäè÷åñêèé�îòäåë;�îòäåë�êàäðîâ;�ïîëüçîâà
òåëè,� ñîòðóäíèêè� ôóíêöèîíàëüíûõ� ñòðóêòóð,�
çàòðîíóòûõ�íîâîé�ïîëèòèêîé�[5;�14;�24].�Ñôå
ðà�îõâàòà� ðàçðàáîòàííîé�ïîëèòèêè�ÿâëÿåòñÿ�
âàæíûì� ôàêòîðîì� îïðåäåëåíèÿ� ó÷àñòíèêîâ�
ïðîöåññà�ðàçâèòèÿ�[13].�Íàïðèìåð,�ïîëèòèêà�
áåçîïàñíîñòè,�ðàçðàáîòàííàÿ�äëÿ�îòäåëà�îð
ãàíèçàöèè,� äîëæíà� âêëþ÷àòü� â� ïðîöåññ� ðàç
ðàáîòêè� ìåíüøå� ëþäåé,� ÷åì� ïîëèòèêà,� îðè
åíòèðîâàííàÿ�íà�âëàñòü.�

Ïðè� îïðåäåëåíèè� ðîëåé� è� îáÿçàííî
ñòåé�âàæíî� ÷åòêî� îïðåäåëèòü� çàäà÷è�÷ëåíîâ�
êîìàíäû�ðàçðàáîò÷èêîâ,�÷òîáû�èçáåæàòü�çà
äåðæåê�â�ïðîöåññå�ðåàëèçàöèè�ìåæëè÷íîñò
íûõ�ïðîáëåì�è�ïîëèòè÷åñêèõ�óáåæäåíèé,�êî
òîðûå�ìîãóò�âîçíèêíóòü�[11;�20;�25].�Ìåéíàðä�
[25]� óòâåðæäàåò,� ÷òî,� õîòÿ� ìíîãèå� àâòîðû�
ïîä÷åðêèâàþò� âàæíîñòü� âîâëå÷åíèÿ� ðàçëè÷
íûõ�çàèíòåðåñîâàííûõ�ñòîðîí�â�ïðîöåññ�ðàç
âèòèÿ,�ðîëü�ýòèõ�ñòîðîí�îñòàåòñÿ�íåÿñíîé.�Îí�
óêàçûâàåò,�÷òî�àâòîðû�ïðîñòî�óïîìèíàþò�èìÿ�
çàèíòåðåñîâàííîé� ñòîðîíû,� êîòîðàÿ� äîëæ
íà�áûòü�âîâëå÷åíà�â�ïðîöåññ�ðàçðàáîòêè,�íå�
óòî÷íÿÿ,�÷òî�ýòà�ãðóïïà�ëþäåé�äîëæíà�äåëàòü�
â� äàííîì� ïðîöåññå.� Ïîýòîìó� Ìåéíàðä� [25]�

ðàññìàòðèâàåò�ðîëü�êàæäîãî�ó÷àñòíèêà�ïðî
öåññà�ðàçðàáîòêè�ïîëèòèêè�áåçîïàñíîñòè.

Ïîñëå� ñîçäàíèÿ� ãðóïïû� ðàçðàáîòêè� ïî
ëèòèêè�îðãàíèçàöèÿ�äîëæíà�îïðåäåëèòü�ñâîè�
ïîòðåáíîñòè�â�îáëàñòè�áåçîïàñíîñòè�[10;�11;�
20].�Òðåáóåòñÿ�ïîíèìàíèå�òåêóùåé�ñèòóàöèè�
îðãàíèçàöèè,� à� òàêæå� äîñòàòî÷íîå� îñîçíà
íèå� öåëåé� è� çàäà÷� îðãàíèçàöèè� â� îáëàñòè�
áåçîïàñíîñòè� [14;� 26;� 27].� Äëÿ� ýòîãî� ñëåäó
åò� òùàòåëüíî� èññëåäîâàòü� ïðîáëåìû,� ñòîÿ
ùèå�ïåðåä�îðãàíèçàöèåé�[22].� Îïðåäåëåíèå�
ïîòðåáíîñòåé� îðãàíèçàöèè� â� áåçîïàñíîñòè�
ñîñòîèò� èç� äâóõ� âèäîâ� äåÿòåëüíîñòè:� îïðå
äåëåíèå� òðåáîâàíèé� áåçîïàñíîñòè� è� îöåíêà�
òåêóùåé�ïîëèòèêè�è�ïðîöåäóð�îðãàíèçàöèè.�

Âàæíî� ÷åòêî� îïðåäåëèòü� òðåáîâàíèÿ�
áåçîïàñíîñòè,� òàê� êàê� âëàñòü� è� îðãàíèçàöèè�
èìåþò� ðàçíûå� ïîòðåáíîñòè� â� áåçîïàñíî
ñòè� [16;� 14;� 25].� Áàñêåðâèëü� è� Ñèïîíåí� [28]�
óòâåðæäàþò,� ÷òî� ïðè� ðàçðàáîòêå� ïîëèòèêè�
áåçîïàñíîñòè� âàæíî� õîðîøî� ïîíèìàòü� öåëè�
áåçîïàñíîñòè� âëàñòè.� Ïîýòîìó�âëàñòü� äîëæ
íà�îïðåäåëèòü�ñâîè�òðåáîâàíèÿ�ê�áåçîïàñíî
ñòè,�âêëþ÷àÿ�óðîâåíü�áåçîïàñíîñòè,�êîòîðûé�
îíà�ñòðåìèòñÿ�äîñòè÷ü.�Òðåáîâàíèÿ�áåçîïàñ
íîñòè� äîëæíû� óñòðàíÿòü� ðèñêè� áåçîïàñíî
ñòè,�âûÿâëåííûå�ïóòåì�îöåíêè�ðèñêîâ.�

Ðåçóëüòàò� îöåíêè� ðèñêà� ÿâëÿåòñÿ� âêëà
äîì� â� îïðåäåëåíèå� òðåáîâàíèé� áåçîïàñíî
ñòè,� ïîýòîìó� ðÿä� àâòîðîâ� âêëþ÷àþò� îöåíêó�
ðèñêà�êàê�ïðàêòèêó�â�æèçíåííûå�öèêëû�ïîëè
òèêè� áåçîïàñíîñòè� [7;� 29;� 10].� Îäíàêî,� õîòÿ�
ðåçóëüòàò� îöåíêè� ðèñêà� ÿâëÿåòñÿ� íåîáõîäè
ìûì�óñëîâèåì�äëÿ�îïðåäåëåíèÿ�òðåáîâàíèé�
áåçîïàñíîñòè,�îöåíêà�ðèñêà�äîëæíà�áûòü�÷à
ñòüþ�óïðàâëåíèÿ�ðèñêàìè�áåçîïàñíîñòè,�à�íå�
÷àñòüþ�ðàçðàáîòêè�ïîëèòèêè.

Îöåíêà� òåêóùåé� ïîëèòèêè� è� ïðîöåññîâ�
îðãàíèçàöèè,� âîïåðâûõ,� ïîìîãàåò� êîìàíäå�
ðàçðàáîò÷èêîâ� áåçîïàñíîñòè� âûÿâèòü� òåêó
ùåå� ñîñòîÿíèå� ñóùåñòâóþùåé� ïîëèòèêè� è�
ïðîöåññîâ� [30;� 28;� 10;� 22],� ÷òî,� â� ñâîþ� î÷å
ðåäü,�ïîçâîëÿåò�âëàñòè�âûäåëèòü�ïðîáåëû�è�
îïðåäåëèòü�âîçìîæíîñòü�ñóùåñòâóþùåé�ïî
ëèòèêè� èíôîðìàöèîííîé� áåçîïàñíîñòè� îð
ãàíèçàöèè�ñïðàâèòüñÿ�ñ�ðèñêàìè.�Âîâòîðûõ,�
îöåíêà�ñóùåñòâóþùåé�ïîëèòèêè�è�ïðîöåññîâ�
îáåñïå÷èò� ñîîòâåòñòâèå� íîâîé� ïîëèòèêè� ñó
ùåñòâóþùèì�ïîëèòè÷åñêèì�ñòàíäàðòàì�[11].�
Ýòî� ïîâûñèò� øàíñû� íà� óñïåøíóþ� ðåàëèçà
öèþ� èíôîðìàöèîííîé� ïîëèòèêè� â� îðãàíèçà
öèè�[31].�Âòðåòüèõ,�ïðîöåññ�îöåíêè�ïîìîæåò�
ñîáðàòü� êëþ÷åâûå� ìàòåðèàëû,� òàêèå� êàê� äî
êóìåíòû�ïî�ïîëèòèêå�è�ïðîöåäóðàì,�êîòîðûå�
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áóäóò� èñïîëüçîâàòüñÿ� ãðóïïîé� ðàçðàáîò÷è
êîâ�â�êà÷åñòâå�êëþ÷åâûõ�ñïðàâî÷íûõ�ìàòåðè
àëîâ�[13;�12].�

Îáÿçàòåëüíîå� ñîñòàâëåíèå� äîêóìåíòà�
ïîëèòèêè� áåçîïàñíîñòè� ÿâëÿåòñÿ� ïîñëåäíåé�
ïðàêòèêîé�íà�ýòàïå�ðàçðàáîòêè�ïîëèòèêè�èí
ôîðìàöèîííîé� áåçîïàñíîñòè.� Â� äîêóìåíòå�
äîëæíû� áûòü� îáîñíîâàíû� îáÿçàòåëüñòâà� è�
íàïðàâëåíèÿ� ðóêîâîäñòâà,� èçëîæåí� ïîäõîä�
âëàñòè� ê� óïðàâëåíèþ� èíôîðìàöèîííîé� áåç
îïàñíîñòüþ�[32].�Ìåéíàðä�è�Ðóéãàâåð�(2003)�
äîêàçûâàþò� âàæíîñòü� äîêóìåíòèðîâàíèÿ�
ïðîöåññà� ðàçðàáîòêè� ïîëèòèêè� èíôîðìàöè
îííîé� áåçîïàñíîñòè� äëÿ� îáîñíîâàíèÿ� ïðî
öåññà�ðàçðàáîòêè�è�äëÿ�ïîìîùè�â�îöåíêå�ñó
ùåñòâóþùåé�ïîëèòèêè.

Ñîñòàâëåíèå�äîêóìåíòà�î�ïîëèòèêå�áåç
îïàñíîñòè� âêëþ÷àåò� ðÿä� ýòàïîâ:� âûáîð� ýëå
ìåíòîâ�ïîëèòèêè,�ñîñòàâëåíèå�ïðîåêòà�ïîëè
òèêè�è�ïðåäñòàâëåíèå�åãî� ñîîòâåòñòâóþùèì�
çàèíòåðåñîâàííûì�ñòîðîíàì�äëÿ�ðàññìîòðå
íèÿ�è�óòâåðæäåíèÿ�[15;�13;�22].

Ãðóïïà� ðàçðàáîòêè� óñòàíàâëèâàåò� ýëå
ìåíòû�ïîëèòèêè�äëÿ�óäîâëåòâîðåíèÿ�ïîòðåá
íîñòåé�îðãàíèçàöèè�â�îáëàñòè�áåçîïàñíîñòè�
[17;�10;�25].�Îíè�ìîãóò�êàñàòüñÿ�êîíòðîëÿ�äî
ñòóïà,�èñïîëüçîâàíèÿ�èíòåðíåòà,�ìîáèëüíûõ�
óñòðîéñòâ,� ïîðòàòèâíûõ� óñòðîéñòâ� õðàíåíèÿ�
äàííûõ� è� ò.� ä.� Íàïðèìåð,� ïóíêòû� êîíòðîëÿ�
äîñòóïà� äîëæíû� âêëþ÷àòü� àâòîðèçîâàííûé�
äîñòóï�ê�ñèñòåìàì,�ñïîñîáû�êîíòðîëÿ�äîñòó
ïà�(ïàðîëè�è/èëè�áèîìåòðè÷åñêèå�äàííûå)�è�
ïîñëåäñòâèÿ� íåñàíêöèîíèðîâàííîãî� äîñòó
ïà�[20;�24].�

Ïðîåêò�ïîëèòèêè�áåçîïàñíîñòè�ñëóæèò�
ýëåìåíòîì� ìîäåëè� îáîáùåíèÿ� ïðàêòèêè�
óïðàâëåíèÿ� ïîëèòèêîé� èíôîðìàöèîííîé�
áåçîïàñíîñòè.�Ãðóïïà�ðàçðàáîòêè�íàçíà÷à
åò� îäíîãî� èç� ñâîèõ� ÷ëåíîâ� äëÿ� íàïèñàíèÿ�
ïîëèòèêè�[33].�Îñòàëüíûå�÷ëåíû�ãðóïïû�äà
þò� óêàçàíèÿ� îòíîñèòåëüíî� ñîäåðæàíèÿ� ïî
ëèòèêè.�

Höne� è� Eloff� (2002)� èññëåäóþò� ôàêòîðû,�
êîòîðûå� äåëàþò� ïîëèòèêó� áåçîïàñíîñòè� ýô
ôåêòèâíûì� ñðåäñòâîì� êîíòðîëÿ� ïðè� çàùèòå�
îðãàíèçàöèîííûõ� èíôîðìàöèîííûõ�àêòèâîâ.�
Îíè�íàçûâàþò�õàðàêòåðèñòèêè,�êîòîðûå�ñëå
äóåò�ó÷èòûâàòü�ïðè�íàïèñàíèè�ïîëèòèêè�áåç
îïàñíîñòè.� Ýòè� ïîêàçàòåëè� ñâÿçàíû� ñ� îáú
åìîì�è�ñòèëåì�èçëîæåíèÿ�òåêñòà�äîêóìåíòà�
ïîëèòèêè� áåçîïàñíîñòè.� Äîêóìåíò� äîëæåí�
áûòü� êîðîòêèì,� íàïèñàí� ÿñíûì,� êðàòêèì� è�
ïðîñòûì�äëÿ�ïîíèìàíèÿ�ÿçûêîì.�Ðÿä�àâòîðîâ�
[27;� 22;� 25]� ïîä÷åðêèâàþò� âàæíîñòü� èñïîëü

çîâàíèÿ�ðåãëàìåíòèðîâàííîãî�ÿçûêà�ïðè�íà
ïèñàíèè�ðàññìàòðèâàåìîãî�äîêóìåíòà.�

Ïåðâûé� ïðîåêò� ïîëèòèêè� ïðåäñòàâëÿ
åòñÿ� ñîîòâåòñòâóþùèì� çàèíòåðåñîâàííûì�
ñòîðîíàì� äëÿ� ðàññìîòðåíèÿ� î� êà÷åñòâå,�
óäîáñòâå�èñïîëüçîâàíèÿ�è�ïðèíÿòèè�ïîëèòè
êè�[8;�34;�22].�Çàìå÷àíèÿ�ïî�ïðîåêòó�äîëæíû�
áûòü�îòïðàâëåíû�àâòîðó.� Íàïèñàíèå�è�ïåðå
ñìîòð� ïîëèòèêè� –� ýòî� èíòåðàêòèâíûé� ïðî
öåññ� [10].� Äðóãèìè� ñëîâàìè,� ïðîåêò� ìîæåò�
ïðîéòè�÷åðåç�ìíîæåñòâî�èçìåíåíèé,�ïîêà�íå�
áóäåò�îòðàáîòàí�îêîí÷àòåëüíûé�âàðèàíò,�êî
òîðûé� äîëæåí� áûòü� íàïðàâëåí� âûñøåìó� ðó
êîâîäñòâó� äëÿ� óòâåðæäåíèÿ.� Çàòåì� îí� áóäåò�
îïóáëèêîâàí� è� ãîòîâ� ê� ðåàëèçàöèè� [22],� ÷òî�
ïðåäïîëàãàåò�ýòàï�âíåäðåíèÿ�è�òåõíè÷åñêîãî�
îáñëóæèâàíèÿ.�

Âíåäðåíèå�è�òåõíè÷åñêîå�îáñëóæèâàíèå�
ÿâëÿåòñÿ� âòîðûì� ýòàïîì� ïðîöåññà� óïðàâ
ëåíèÿ� ïîëèòèêîé� áåçîïàñíîñòè.� Ýòî� íåïðå
ðûâíûé� ïðîöåññ,� ñîñòîÿùèé� èç� íåñêîëüêèõ�
ïðàêòèê.�Äàëåå�ïðèâîäÿòñÿ�ìåòîäû�è�ñïîñî
áû�óïðàâëåíèÿ�èíôîðìàöèîííîé�áåçîïàñíî
ñòüþ�íà�ýòîì�ýòàïå�ñ�òî÷êè�çðåíèÿ�ïîëèòèêè�
ðàñïðîñòðàíåíèÿ.�

Ïðàêòèêà� ðàñïðîñòðàíåíèÿ� ïîëèòèêè�
çàêëþ÷àåòñÿ� â� îáåñïå÷åíèè� òîãî,� ÷òîáû� âñå�
çàèíòåðåñîâàííûå� ñòîðîíû� â� îðãàíèçàöèè,�
âêëþ÷àÿ�ïîëüçîâàòåëåé,�èìåëè�äîñòóï�ê�íîð
ìàòèâíîïðàâîâîìó�äîêóìåíòó�[35].��Ðåçóëü
òàòèâíîå� ðàñïðîñòðàíåíèå� ïîëèòèêè� ñðåäè�
çàèíòåðåñîâàííûõ�ëèö�òðåáóåò�çíà÷èòåëüíûõ�
óñèëèé� ñî� ñòîðîíû� îðãàíèçàöèè� [22].� Ðàñ
ïðåäåëåíèå� ïîëèòèêè� âêëþ÷àåò� âûáîð� è� èñ
ïîëüçîâàíèå�ìåòîäîâ�ðàñïðîñòðàíåíèÿ.

Ñóùåñòâóþò� ðàçëè÷íûå� ñïîñîáû� ðàñ
ïðîñòðàíåíèÿ� ïîëèòèêè� â� îðãàíèçàöèè� [29;�
34;�11;�22]:�îäíè�îðãàíèçàöèè�ïðåäïî÷èòàþò�
ðàñïðîñòðàíÿòü� ïå÷àòíûé� òåêñò,� â� êîòîðîì�
ïå÷àòíàÿ� êîïèÿ� äîêóìåíòà� äîñòàâëÿåòñÿ� ñî
òðóäíèêàì,� äðóãèå� ïóáëèêóþò� ïîëèòèêó� â�
ýëåêòðîííîì� âèäå�âî�âíóòðåííåé�è�âíåøíåé�
ñåòè� [22].� Íåçàâèñèìî� îò� òîãî,� êàêèå� ìåòî
äû�ðàñïðîñòðàíåíèÿ�âûáèðàåò�îðãàíèçàöèÿ,�
ïîëèòèêà�äîëæíà�áûòü�ëåãêî�äîñòóïíîé�[11].�
Âûáîð�ìåòîäîâ�ðàñïðîñòðàíåíèÿ�çàâèñèò�îò�
óñëîâèé�êîììóíèêàöèîííîé�ïîëèòèêè.�

Èíôîðìèðîâàíèå� ñîòðóäíèêîâ� î� ïîëè
òèêå� ÿâëÿåòñÿ� âàæíîé� ïðàêòèêîé� äî� åå� ïðè
ìåíåíèÿ�[4;�9;�11;�12],�îêàçûâàÿ�ïîìîùü�âëà
ñòè�â�óïðàâëåíèè�èçìåíåíèÿìè,�âûçâàííûìè�
âíåäðåíèåì� íîâîé� ïîëèòèêè� [5].� Èíôîðìè
ðîâàíèå�î�ïîëèòèêå�ïðåñëåäóåò�öåëü�îçíàêî
ìèòü� ïîëüçîâàòåëåé� ñ� ïîëèòèêîé,� èíôîðìè
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ðîâàòü�î�ïîëüçå�åå�ðåàëèçàöèè,�îïîâåùåíèå�
è�î�ïîñëåäñòâèÿõ�íåñîáëþäåíèÿ�[9;�5].�

Äîíåñòè� ïîëèòèêó� äî� îáùåñòâåííîñòè�
ìîæíî�ñ�ïîìîùüþ�ïðîãðàìì�îáó÷åíèÿ,� ïîä
ãîòîâêè� è� ïîâûøåíèÿ� êâàëèôèêàöèè� â� îáëà
ñòè�áåçîïàñíîñòè.�Ñèïîíåí�è�äð.�(2014)�ïîä
÷åðêèâàþò� âàæíîñòü� ïðîãðàììû� â� îáó÷åíèè�
ñîòðóäíèêîâ�îðãàíèçàöèè,�èõ�ðîëü�â�ïîääåð
æàíèè� ïîëèòèêè.� Óèòìåí� [22]� âûäåëÿåò� ðîëü�
ïðîãðàììû� ïîâûøåíèÿ� êâàëèôèêàöèè� â� ñî
õðàíåíèè�àêòóàëüíîñòè�ïîëèòèêè�â�ñîçíàíèè�
ñîòðóäíèêîâ.�

Â� ñîâðåìåííîé� ïðàêòèêå� èìååò� ìåñòî�
ïðèíóäèòåëüíîå� ïðèìåíåíèå� ïîëèòèêè,� ÷òî�
ñâÿçàíî� ñ� íåîáõîäèìîñòüþ� èñïîëüçîâàíèÿ�
ñèëû� [15;� 17].� Îáåñïå÷åíèå� ñîáëþäåíèÿ� ïî
ëèòèêè� íå� ñâîäèòñÿ� ê� ïðîñòîìó� âûÿâëåíèþ�
è� íàêàçàíèþ� íàðóøèòåëåé.� Ïðàâîïðèìåíå
íèå��–�ýòî�óïðàâëåí÷åñêàÿ�äåÿòåëüíîñòü,�êî
òîðàÿ�ó÷èòûâàåò�ñàìî�íåñàíêöèîíèðîâàííîå�
äåéñòâèå,� à� òàêæå� òÿæåñòü� ïðåñòóïëåíèÿ� è�
íàìåðåíèÿ�ïîëüçîâàòåëÿ�[36].

Â� ëèòåðàòóðå� ïîä÷åðêèâàåòñÿ� çíà÷è
ìîñòü�ïðèíóäèòåëüíîãî�ïðèìåíåíèÿ�ïîëèòè
êè�[30;�23;�10;�22].�Èíñòèòóò�SANS�ñîîáùàåò,�
÷òî� äëÿ� ñíèæåíèÿ� ðèñêîâ� èíôîðìàöèîííîé�
áåçîïàñíîñòè� «ïîëèòèêà� äîëæíà� ñòðîãî� ñî
áëþäàòüñÿ,�à�íåñîáëþäåíèå�äîëæíî�íàêàçû
âàòüñÿ»� [11].�Äëÿ�îáåñïå÷åíèÿ�ýôôåêòèâíîé�
ðåàëèçàöèè� ïîëèòèêè� áåçîïàñíîñòè� íåîáõî
äèìî�îáåñïå÷èòü�ïðàâîïðèìåíåíèå�è�ñîáëþ
äåíèå�òðåáîâàíèé�[37].�

Äëÿ� îáåñïå÷åíèÿ� ñîáëþäåíèÿ� ïîëèòè
êè�íåîáõîäèìî�âûïîëíèòü�ðÿä�ìåðîïðèÿòèé.�
Âîïåðâûõ,� ðåàëèçàöèÿ� òåõíîëîãè÷åñêèõ�
ìåõàíèçìîâ,� òàêèõ� êàê� àäìèíèñòðèðîâà
íèå� ïîëüçîâàòåëåé� (äîáàâëåíèå,� óäàëåíèå�
è� èçìåíåíèå� ïîëüçîâàòåëåé� ñèñòåì� è� ïðè
ëîæåíèé),�îöåíêà�è�ïðèìåíåíèå�ïàò÷åé�áåç
îïàñíîñòè� ê� ñèñòåìàì� è� ïðèëîæåíèÿì,� ìî
íèòîðèíã� ñèñòåì� è� ïðèëîæåíèé� íà� ïðåäìåò�
ñîáûòèé�áåçîïàñíîñòè�è�àäìèíèñòðèðîâàíèå�
àíòèâèðóñíûõ� ïðèëîæåíèé� [37;� 10].� Âîâòî
ðûõ,�ïðèíóäèòåëüíîå�èñïîëíåíèå�ìîæåò�áûòü�
îñóùåñòâëåíî�ïóòåì�ïðîâåäåíèÿ�ïðîãðàììû�
ïî� èçìåíåíèþ� ïîâåäåíèÿ� ñîòðóäíèêîâ� â� îò
íîøåíèè� ñîáëþäåíèÿ� ïîëèòèêè� áåçîïàñíî
ñòè�[6;�4].�Sommestad�et�al.,�Li�et�al.,�Vance�et�
al.� óòâåðæäàþò,�÷òî� îðãàíèçàöèè�äîëæíû�ïå
ðåéòè� îò� íàâÿçûâàíèÿ� ïîëèòèêè� ÷åðåç� âíå
äðåíèå� ñòèìóëîâ� è� ñàíêöèé� ê� ñîçäàíèþ� îá
ùåãî� âèäåíèÿ� ïîëèòèêè� áåçîïàñíîñòè.� Ýòîò�
àðãóìåíò� ïîääåðæèâàåò� óòâåðæäåíèå� ðÿäà�
àâòîðîâ�[38;�39;�40;�41;�42]�î�òîì,�÷òî�ñîçäà

íèå� êóëüòóðû� áåçîïàñíîñòè� ïðèâåäåò� ê� ëó÷
øåìó�ñîáëþäåíèþ�ïîëèòèêè�áåçîïàñíîñòè.

Â� ëèòåðàòóðå� ñóùåñòâóåò� îáîñíîâàíèå�
òîãî,� ÷òî� ïîëèòèêà� äîëæíà� ïåðèîäè÷åñêè�
ïåðåñìàòðèâàòüñÿ� [23;� 5;� 10].� Îðãàíèçàöè
îííàÿ�ñðåäà,�êàê�âíóòðåííÿÿ,�òàê�è�âíåøíÿÿ,�
ïîñòîÿííî� ìåíÿåòñÿ.� Ýòî� ïðèâîäèò� ê� èçìå
íåíèþ�èíôîðìàöèîííûõ�ðèñêîâ,�ñ�êîòîðûìè�
ñòàëêèâàåòñÿ� îðãàíèçàöèÿ.� ×òîáû� ïîëèòèêà�
èíôîðìàöèîííîé� áåçîïàñíîñòè� îñòàâàëàñü�
àêòóàëüíîé,� ýôôåêòèâíîé,� åå� íåîáõîäèìî�
ìîäåðíèçèðîâàòü.�Äëÿ�âûïîëíåíèÿ�ïðàêòèêè�
îáçîðà�æåëàòåëüíî�âûïîëíèòü�äâà�îñíîâíûõ�
âèäà�äåÿòåëüíîñòè:�

1)�ñáîð�îòçûâîâ�îò�ñîîòâåòñòâóþùèõ�çà
èíòåðåñîâàííûõ�ñòîðîí�î�ïîëèòèêå�áåçîïàñ
íîñòè.

Îáðàòíàÿ�ñâÿçü�ìîæåò�áûòü�ïîëó÷åíà�îò�
ñîîòâåòñòâóþùèõ� çàèíòåðåñîâàííûõ� ñòîðîí�
(ñïåöèàëèñòîâ,� ïîëüçîâàòåëåé� è� ò.� ä.)� ñ� ïî
ìîùüþ� èíòåðâüþ,�îïðîñîâ�è�äðóãèõ�ñðåäñòâ�
ñáîðà�äàííûõ�[33].�Îáðàòíàÿ�ñâÿçü�íåîáõîäè
ìà�äëÿ�îïðåäåëåíèÿ�ýôôåêòèâíîñòè�ïîëèòè
êè,�êîíòðîëÿ�íàä�åå�ñîáëþäåíèåì�è�îïðåäå
ëåíèÿ� àêòóàëüíîñòè� ïîëèòèêè.� Ýòî� ïîçâîëèò�
óñòàíîâèòü,� íóæäàþòñÿ� ëè� âëàñòè� â� èçìåíå
íèè�ïîëèòèêè,�è�ïîìîæåò�èçáåæàòü�ðèñêà�íà
ëè÷èÿ�óñòàðåâøåé�è�íåðåëåâàíòíîé�ïîëèòèêè�
áåçîïàñíîñòè�[33;�13];

2)� èçó÷åíèå� îò÷åòîâ� îá� èíöèäåíòàõ�
áåçîïàñíîñòè�è�íîâîé�îöåíêå�ðèñêîâ.

Î÷åâèäíà� âàæíîñòü� ñáîðà� äàííûõ� îá�
èíöèäåíòàõ� áåçîïàñíîñòè� äëÿ� ðàçðàáîòêè�
ïîëèòèêè.� Êîëè÷åñòâî� è� òèï� èíöèäåíòîâ� ìî
ãóò�áûòü�çíà÷èìûìè�äëÿ�îïðåäåëåíèÿ�óòðàòû�
ýôôåêòèâíîñòè�ïîëèòèêè�[43;�8;�11].�Ýòî�ïî
çâîëÿåò� âûÿâèòü� îáëàñòè,� êîòîðûå� â� ñóùå
ñòâóþùåé� ïîëèòèêå� íåîáõîäèìî� îáíîâèòü�
èëè�óäàëèòü.�

Ðÿä� èññëåäîâàòåëåé� ïðåäïîëàãàþò,� ÷òî�
îáçîð�è�ïåðåñìîòð�ïîëèòèêè�äîëæíû�ïðîâî
äèòüñÿ� åæåãîäíî� [35].� Äðóãèå� � ñ÷èòàþò,� ÷òî�
ýòî�äîëæíî�ïðîèñõîäèòü�ëèøü�êîãäà� âíîñÿò
ñÿ� èçìåíåíèÿ� â� èíôîðìàöèîííûå� ñèñòåìû�
îðãàíèçàöèè�[26;�4;�21].�Èíöèäåíòû�áåçîïàñ
íîñòè�òàêæå�ìîãóò�ñïðîâîöèðîâàòü�ýòîò�ïðî
öåññ�[44;�45].�

Óïðàâëåíèå� ïîëèòèêîé� èíôîðìàöè
îííîé� áåçîïàñíîñòè� –� ýòî� èíòåðàêòèâíûé�
ïðîöåññ,� ÷òî� � ïîä÷åðêèâàåò� îáðàòíóþ� ñâÿçü�
òåêóùåé� ïîëèòèêè� (íåîáõîäèìîñòè� èçìåíå
íèÿ�è�îáíîâëåíèÿ�ïîëèòèêè)�ñî�ñòàäèåé�ðàç
ðàáîòêè� è� ïðàêòèêîé� óïðàâëåíèÿ� ïîëèòèêîé.�
Ñîçäàíèå�ìîäåëè�ýôôåêòèâíîé�ïîëèòèêè�èí
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ôîðìàöèîííîé�áåçîïàñíîñòè�îðãàíîâ�âëàñòè�
ïðåäïîëàãàåò�ó÷åò�ïðàêòèêè�óïðàâëåíèÿ�â�çà
ðóáåæíûõ� ñòðàíàõ,� çíà÷èòåëüíî� ïðîäâèíóâ
øèõñÿ�â�ðåøåíèè�èíôîðìàöèîííûõ�ïðîáëåì.�
Ñóùåñòâóþùàÿ�ïðàêòèêà�îáîáùåíèÿ�ïðåäïî
ëàãàåò� ó÷åò� ñëåäóþùèõ� ýëåìåíòîâ� ìîäåëè:�
åå�ñòðóêòóðíûå�ýëåìåíòû,�öåëåâàÿ�îðèåíòà
öèÿ�ñ�ó÷åòàì�æèçíåííîãî�öèêëà,�âëàñòü,�íåäî
ñòàòêè�è�ïðåèìóùåñòâà�ïðàêòèêè�óïðàâëåíèÿ�
èíôîðìàöèîííûìè� ïðîöåññàìè.� Äëÿ� óñòðà
íåíèÿ� íåäîñòàòêîâ,� âûÿâëåííûõ� â� ëèòåðàòó
ðå� (ñì.� òàáë.� 1),� îáîñíîâàííàÿ� íàìè� ìîäåëü�
ïðàêòèêè� óïðàâëåíèÿ� ïîëèòèêîé� áåçîïàñíî
ñòè�ïðåäëàãàåò�ñëåäóþùèå�ðåêîìåíäàöèè:

1)�îáåñïå÷èòü�öåëîñòíîå�ïðåäñòàâëåíèå�
î� ïðîöåññå� óïðàâëåíèÿ� ïîëèòèêîé.� Ïàòðèê�
[45]� óòâåðæäàåò,� ÷òî� îðãàíèçàöèè� äîëæíû�
èìåòü� áîëåå� øèðîêèå� ñâåäåíèÿ� î� ïðîöåññå�
ðàçðàáîòêè� ïîëèòèêè,� ÷åì� ïðîñòûå� çàäà÷è�
íàïèñàíèÿ�è�ðåàëèçàöèè,�÷òî�óçêèé�âçãëÿä�íà�
ïðîöåññ� ïðèâîäèò� ê� «ðàçðàáîòêå� ïîëèòèêè,�
êîòîðàÿ�ïëîõî�ïðîäóìàíà,�íåïîëíà,�èçáûòî÷
íà,�íå�ïîëíîñòüþ�ïîääåðæèâàåòñÿ�ïîëüçîâà
òåëÿìè� èëè� ðóêîâîäñòâîì,� ÿâëÿåòñÿ� èçëèø
íåé� èëè� íåóìåñòíîé»� (p297).� Ïîýòîìó� äëÿ�
îáåñïå÷åíèÿ� áîëåå� öåëîñòíîãî� ïðåäñòàâëå
íèÿ�î�ïðîöåññå�óïðàâëåíèÿ�ïîëèòèêîé�ïðîâå
äåí� âñåñòîðîííèé� è� ñèñòåìàòè÷åñêèé� îáçîð�
ëèòåðàòóðû,� îðèåíòèðîâàííîé� íà� ïîëèòèêó�
áåçîïàñíîñòè.� Ìåòîäû� êà÷åñòâåííîãî� àíà
ëèçà,� âêëþ÷àÿ� êîäèðîâàíèå� è� îáñóæäåíèå,�
èñïîëüçîâàíû� äëÿ� ïîñòðîåíèÿ� öåëîñòíîãî�
ïðåäñòàâëåíèÿ�î�ïðîöåññå;

2)� óñîâåðøåíñòâîâàòü� òåðìèíîëîãè÷å
ñêèé� àïïàðàò.� Ïðåäëàãàåìàÿ� ìîäåëü� ïðàê
òèêè� óïðàâëåíèÿ� ïîëèòèêîé� áåçîïàñíîñòè�
ðåøàåò� ïðîáëåìó� íåñîãëàñîâàííîñòè� òåð
ìèíîëîãèè� è� ñåìàíòèêè,� ïðåäñòàâëÿÿ� ñîáîé�
ÿâíîå� çàíèæåíèå� òåðìèíîëîãèè,� èñïîëüçóå
ìîé�äëÿ�îáîçíà÷åíèÿ�äåÿòåëüíîñòè�ïî�óïðàâ
ëåíèþ� ïîëèòèêîé.� Â� ýòîé� ìîäåëè� ïðîâîäèò
ñÿ� ÷åòêîå� ðàçëè÷èå� ìåæäó� «ñîîáùåíèåì»� è�
«ðàñïðîñòðàíåíèåì»� ïîëèòèêè� áåçîïàñíî
ñòè,� êîòîðûå� èñïîëüçóþòñÿ� â� ëèòåðàòóðå.�
Ïðåäëàãàåìàÿ� ìîäåëü� îòíîñèòñÿ� ê� âûáîðó�
ìåòîäîâ� ðàñïðîñòðàíåíèÿ� ïîëèòèêè� è� ôàê
òè÷åñêîé�äîñòàâêå�ïðîãðàììíûõ�äîêóìåíòîâ�
ñîòðóäíèêàì� êàê� «ðàñïðîñòðàíåíèå� ïîëèòè
êè».� Â� òî� âðåìÿ� êàê� îáåñïå÷åíèå� îçíàêîì
ëåíèÿ� ñîòðóäíèêîâ� ñ� ïîëèòèêîé� íàçûâàåòñÿ�
«ïåðåäà÷åé� ïîëèòèêè».� Äðóãèì� ïðèìåðîì�
íåïîñëåäîâàòåëüíîñòè�â�òåðìèíîëîãèè�è�ñå
ìàíòèêå� ÿâëÿåòñÿ� èñïîëüçîâàíèå� òåðìèíîâ�
«ïðèíóæäåíèå»� è� «ñîáëþäåíèå»� äëÿ� îáîçíà

÷åíèÿ� óñèëèé,� êîòîðûå� ðóêîâîäñòâî� äîëæíî�
ïðåäïðèíÿòü� äëÿ� îáåñïå÷åíèÿ� ðàçâèòèÿ� ïî
ëèòèêè.� Ìîäåëü�îïðåäåëÿåò� ïðàêòèêó�óïðàâ
ëåíèÿ,� îáåñïå÷èâàþùóþ� ñîáëþäåíèå� ïîëü
çîâàòåëÿìè� ïîëèòèêè,� êàê� «ïðèíóäèòåëüíîãî�
ïðèìåíåíèÿ� ïîëèòèêè».� Ñîáëþäåíèå,� ñ� äðó
ãîé� ñòîðîíû,� ÿâëÿåòñÿ� æåëàåìûì� ðåçóëüòà
òîì�ïðàâîïðèìåíèòåëüíîé�ïðàêòèêè;

3)� îïèñàííàÿ� ìîäåëü� ôîêóñèðóåòñÿ� íà�
ïðàêòèêàõ� óïðàâëåíèÿ� ïîëèòèêîé� áåçîïàñ
íîñòè.�Ìîäåëü�ñîñòîèò�èç�òðåõ�ýòàïîâ�èíñòè
òóöèîíàëèçàöèè.�Êàæäûé� ýòàï� ïðåäïîëàãàåò�
íåñêîëüêî�óïðàâëåí÷åñêèõ�ïðàêòèê,�è�êàæäàÿ�
ïðàêòèêà�ñîñòîèò�èç�äåéñòâèé,�êîòîðûå�äîëæ
íû� áûòü� ïðåäïðèíÿòû� äëÿ� âûïîëíåíèÿ� ýòîé�
ïðàêòèêè.�Ýòà�îðãàíèçàöèÿ�ìîäåëè�îáåñïå÷è
âàåò�ãëóáîêîå�îáñóæäåíèå�ìåòîäîâ�óïðàâëå
íèÿ� ïîëèòèêîé� áåçîïàñíîñòè,� ÷òî� ïîçâîëÿåò�
îðãàíèçàöèÿì�äîñòàòî÷íî�îðèåíòèðîâàòüñÿ�â�
óïðàâëåíèè�ïîëèòèêîé�áåçîïàñíîñòè.

Âûâîäû. 
1.� Â�äàííîé�ðàáîòå�îáñóæäàåòñÿ�ðàçðà

áîòêà� ìîäåëè� ïðàêòèêè� óïðàâëåíèÿ� ïîëèòè
êîé�áåçîïàñíîñòè.� Îáçîð�è�àíàëèç�çàðóáåæ
íîé� ëèòåðàòóðû� ïîçâîëèë� ïîëó÷èòü� áîëåå�
ïîëíîå� è� ÷åòêîå� ïðåäñòàâëåíèå� î� ïðîöåññå�
ðàçðàáîòêè� ïîëèòèêè� áåçîïàñíîñòè.� Íà� îñ
íîâå� ýòîãî� îáçîðà� ìû� ðàçðàáîòàëè� ìîäåëü�
ïðàêòèêè� óïðàâëåíèÿ� ïîëèòèêîé� èíôîðìà
öèîííîé� áåçîïàñíîñòè.� Ìîäåëü� ñîñòîèò� èç�
òðåõ� ñòàäèé� èíñòèòóöèîíàëèçàöèè:� ðàçðà
áîòêè;� âíåäðåíèÿ� è�ñîïðîâîæäåíèÿ;� îöåíêè.�
Êàæäûé�ýòàï�ñîñòîèò�èç�íåñêîëüêèõ�ïðàêòèê,�
ñîäåðæàùèõ� ýëåìåíòû� óïðàâëåí÷åñêîé� äåÿ
òåëüíîñòè.

2.� Ìîäåëü� ïðàêòèêè� óïðàâëåíèÿ� ïîëè
òèêîé� áåçîïàñíîñòè� èìååò� íåñêîëüêî� ðå
çóëüòàòîâ� äëÿ� èññëåäîâàòåëåé.� Ýòà� ìîäåëü�
îáåñïå÷èò� âñåñòîðîííåå� ðóêîâîäñòâî� ïî�
ìåòîäàì� óïðàâëåíèÿ� ïîëèòèêîé� áåçîïàñíî
ñòè,� êîòîðûå� ìîãóò� áûòü� ðåàëèçîâàíû� äëÿ�
óïðàâëåíèÿ�ïîëèòèêîé�áåçîïàñíîñòè�âëàñòè.�
Ýòà� ìîäåëü� òàêæå� ïîçâîëèò� ïðàêòèêóþùèì�
ñïåöèàëèñòàì� ñîïîñòàâèòü� ñâîþ� äåÿòåëü
íîñòü� ïî� óïðàâëåíèþ� ïîëèòèêîé� áåçîïàñ
íîñòè�ñ�ýòîé�ìîäåëüþ�è�îáåñïå÷èòü�ëó÷øåå�
ïîíèìàíèå� óïðàâëåí÷åñêîãî� ïðîöåññà.� Ìî
äåëü�ïîçâîëèò�èññëåäîâàòåëÿì�ñîïîñòàâèòü�
ñóùåñòâóþùóþ� èññëåäîâàòåëüñêóþ� äåÿ
òåëüíîñòü�ïî�óïðàâëåíèþ�ïîëèòèêîé�ñ�ïðåä
ëîæåííûì�ýòàëîíîì� (ò.�å.� ýòàïàìè�èíñòèòó
öèîíàëèçàöèè,� à� òàêæå� ïðàêòèêàìè� âíóòðè�
êàæäîãî� ýòàïà),� ÷òîáû� îïðåäåëèòü� îáëàñòè�
äëÿ�áóäóùèõ�èññëåäîâàíèé.
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3.� Ðàçðàáîòàííàÿ� íàìè� ìîäåëü� îáå
ñïå÷èâàåò� ïðî÷íóþ� îñíîâó� äëÿ� äàëüíåéøåé�
ðàáîòû.� Ñëåäóþùèì� øàãîì� ÿâëÿåòñÿ� ýì
ïèðè÷åñêîå� óòî÷íåíèå� è� ïðîâåðêà� ìîäåëè�
ñ� èñïîëüçîâàíèåì,� â� ñâîþ� î÷åðåäü,� íàáîðà�
ýêñïåðòíûõ� èíòåðâüþ,� òåìàòè÷åñêèõ� èññëå
äîâàíèé� è,� íàêîíåö,� íàáîðà� ôîêóñãðóïï.�
Ýêñïåðòíûå� èíòåðâüþ� áóäóò� ïðîâåäåíû� äëÿ�

ïîëó÷åíèÿ� êîììåíòàðèåâ� ïî� ïðåäëîæåííîé�
ìîäåëè�ñ�öåëüþ�åå�óòî÷íåíèÿ.�Òåìàòè÷åñêèå�
èññëåäîâàíèÿ� ïîçâîëÿò� îöåíèòü� âíåäðåíèå�
ïðàêòèê� óïðàâëåíèÿ� áåçîïàñíîñòüþ� â� ñîîò
âåòñòâèè� ñ� äàííîé� ìîäåëüþ,� ôîêóñãðóïïû�
ïîçâîëÿò� ïðîâåñòè� îêîí÷àòåëüíóþ� ïðîâåðêó�
ìîäåëè�íà�ïðàêòèêå.

Ñïèñîê ëèòåðàòóðû                                                                                              

1.� Ahmad� A.,� Bosua� R.,� Scheepers� R.� Protecting� Organizational� Competitive� Advantage:� A� Knowledge�
Leakage�Perspective�//�Computers�&�Security.�2014.�¹�42.�Ð.�27‒39.

2.�Ahmad�A.,�Maynard�S.�B.,�Shanks�G.�A.�Case�Analysis�of� Information�Systems� and�Security�Incident�
Responses�//�International�Journal�of�Information�Management,�2015.�Ð.�717‒723.

3.�AlMayahi�I.�H.,�Sa’ad�P.�M.�Information�Security�Policy�Development�//�Journal�of�Advanced�Management�
Science.�2014.�¹�2:2.�June.�Ð.�135‒139.

4.�Alshaikh�M.,�Ahmad�A.,�Maynard�S.B.,�Chang�S.�Towards�a�Taxonomy�of�Information�Security�Management�
Practices� in�Organisations�//�25th�Australasian�Conference�on� Information�Systems.�Auckland.�New�Zealand.�
2014.�Ð.�40‒42.

5.� Anderson� Consulting.� Policy� Framework� for� Interperting� Risk� in� Ecommerce� Security� //� Center� for�
Education�and�Research�in�Information�Assurance�and�Security,�Purdue�University.�2000.�320�p.�

6.�BañaresAlcántara�R.�Perspectives�on�the�Potential�Roles�of�Engineers�in�the�Formulation,�Implementation�
and�Enforcement�of�Policies�//�Computers�&�Chemical�Engineering.�2010.�¹�34:3.�Ð.�267‒276.

7.�Baskerville�R.,�Siponen�M.�An�Information�Security�MetaPolicy�for�Emergent�Organizations�//�Logistics�
Information�Management.�2002.�¹�15:5/6.�Ð.�337‒346.

8.�Bayuk�J.�Security�Through�Process�Management�//�Morristown,�NJ,�Price�Waterhouse.�1997.�385�p.
9.�Bin�Muhaya�F.�An�Approach�for�the�Development�of�National�Information�Security�Policies,�2010.
10.�CengageBrain.�Whitman� M.�E.,� Townsend� A.�M.� and� Aalberts� R.�J.� Considerations� for� an� Effective�

TelecommunicationsUse�Policy�//�Communications�of�the�ACM�¹��42:6.�1999.�Ð.�101–108.
11.�Doherty�N.F.,�Fulford�H.�Aligning�the�Information�Security�Policy�with�the�Strategic�Information�Systems�

Plan�//�Computers�&�Security.�2006.�¹�25:1.�Ð.�55‒63.
12.� Gaunt� N.� Installing� an� Appropriate� Information� Security� Policy� //� International� Journal� of� Medical�

Informatics.�1998.�¹�49:1.�Ð.�131‒134.
13.�Hare�C.�Policy�Development�//�Information�Security�Management�Handbook�Fourth�Edition.�2002.�

Vol.�3.�CRC�Press.�Ð.�353‒383.
14.�Hassan�N.�H.,�Ismail�Z.�A�Conceptual�Model�for�Investigating�Factors�Influencing�Information�Security�

Culture�in�Healthcare�Environment�//�Procedia�‒�Social�and�Behavioral�Sciences.�2012.�¹�65:0.�Ð.�1007‒1012.
15.�Höne�K.,�Eloff�J.H.P.�Information�Security�Policy�–�What�Do�International�Information�Security�Standards�

Say?�//�Computers�&�Security.�2002.�¹1:5.�Ð.�402‒409.
16.� ISO/IEC27002.� Australian/New� Zealand� Standard:� Information� Technology� –� Security� Techniques�

Code�of�Practice�for�Information�Security�Management.�2006.
17.� Kadam� A.W.� Information� Security� Policy� Development� and� Implementation� //� Information� Systems�

Security.�2007.�¹�16:5.�Ð.�246‒256.
18.� Karyda� M.,� Kiountouzis� E.,� Kokolakis� S.� Information� Systems� Security� Policies:� A� Contextual�

Perspective�//�Computers�&�Security.�2005.�¹�24:3.�Ð.�246‒260.
19.� Klaic� A.,� Hadjina� N.� Methods� and� Tools� for� the� Development� of� Information� Security� Policy� –� a�

Comparative�Literature�Review.�MIPRO,�2011�//�Proceedings�of�the�34th�International�Convention.�2011.�
Ð.�1532‒1537.

20.�Knapp�K.�J.,�Ferrante�C.�J.�Policy�Awareness,�Enforcement�and�Maintenance:�Critical�to�Information�
Security�Effectiveness�in�Organizations�//�Journal�of�Management�Policy�and�Practice.�2012.�¹�13:5.�Ð.�66‒80.

Level�Process�Model�//�Computers�&�Security.�2009.�¹�28:7.�Ð.�493‒508.
22.�Li�H.,�Sarathy�R.,�Zhang�J.,�Luo�X.�Exploring�the�Effects�of�Organizational�Justice,�Personal�Ethics�and�

Sanction�on�Internet�Use�Policy�Compliance�//�Information�Systems�Journal.��2014.�¹�24:6.�Ð.�479‒502.
23.�Lim�Ahmad�A.,�Chang�S.,�Maynard�S.�Embedding�Information�Security�Culture�Emerging�Concerns�and�

Challenges�//�PACIS�2010�Proceedings.�Ðaper�43.�2010.�Ð.�463‒474.



85

Politology                                                                             Bulletin of ZabGU. 2022. Vol. 28. No. 1

24.�Lindup�K.�R.�A�New�Model�for�Information�Security�Policies�//�Computers�&�Security.�1995.�¹�14:8.�
Ð.�691‒695.

25.�Lowery�J.�Developing�Effective�Security�Policies.�Dell�power�solutions.�2002.�Ð.�147‒217.
26.� Maynard� S.,� Ruighaver� A.� Development� and� Evaluation� of� Information� System� Security� Policies� //�

Information�Systems:�The�Challenges�of�Theory�and�Practice.�2003.�Ð.�366‒393.
27.�Ølnes�J.�Development�of�Security�Policies�//�Computers�&�Security.�1994.�¹�13:8.�Ð.�628‒636.�
28.�Oost�D.,�Chew�E.K.�Investigating�the�Concept�of�Information�Security�Culture�//�Strategic�and�Practical�

Approaches�for�Information�Security�Governance:�Technologies�and�Applied�Solutions.�IGI�Global.�2012.�Ð.�1‒12.
29.� Palmer� M.� E.,� Robinson� C.,� Patilla� J.� C.,� Moser� E.� P.� Information� Security� Policy� Framework:� Best�

Practices�for�Security�Policy�in�the�ECommerce�Age�//�Information�Systems�Security.�2001.�¹�10:2.�Ð.�1‒15.
30.� Park� S.,� Ruighaver� A.B.,� Maynard� S.B.,� Ahmad� A.� Towards� Understanding� Deterrence:� Information�

Security�Managers’�Perspective�//�Proceedings�of�the�International�Conference�on�IT�Convergence�and�Security.�
Suwon,�Korea.�2012.

31.�Patrick�D.�H.�The� Security�Policy�Life�Cycle�//� Information�Security�Management�Handbook,�Fourth�
Edition,�vol.�4.�Auerbach�Publications.�2002.�Ð.�297‒311.

32.� Peltier� T.� R.� Information� Security� Policies,� Procedures,� and� Standards:� Guidelines� for� Effective�
Information�Security�Management�//�CRC�Press.�2013.

33.�Puhakainen�P.,�Siponen�M.�Improving�Employees’�Compliance�through�Information�Systems�Security�
Training:�An�Action�Research�Study�//�Mis�Quarterly.�2010.�¹�34:4.�Ð.�757‒778.

34.� Ramachandran� S.,� Rao� C.,� Goles� T.,� Dhillon� G.� Variations� in� Information� Security� Cultures� across�
Professions:�A�Qualitative�Study�//�Communications�of�the�Association�for�Information�Systems.�2012.�¹�33:11.�
Ð.�163‒204.

35.� Rees� J.,� Bandyopadhyay� S.,� Spafford� E.� H.� PFIRS:� A� Policy� Framework� for� Information� Security� //�
Communications�of�the�ACM.�2003.�¹�46:7.�Ð.�101‒106.

36.� Ruighaver� Maynard� S.� B.,� Chang� S.� Organisational� Security� Culture:� Extending� the� End� User�
Perspective�//�Computers�&�Security.�2007.�¹�26:1.�Ð.�56‒62.

37.�SANS�Institute.�Security�Policy�Roadmap�‒�Process�for�Creating�Security�Policies.�2001.�Ð.�48‒96.
38.�Siponen�M.,�Adam�Mahmood,�M.�Pahnila�S.�Employees’�Adherence�to�Information�Security�Policies:�An�

Exploratory�Field�Study�//�Information�&�Management.�2014.�¹�51:2.�Ð.�217‒224.
39.� Siponen� M.,� Pahnila� S.,� Mahmood� A.� Employees’� Adherence� to� Information� Security� Policies:� An�

Empirical�Study�//�New�Approaches�for�Security,�Privacy�and�Trust�in�Complex�Environments.�2007.�Ð.�133‒144.
40.�Stahl�B.�C.,�Doherty�N.�F.,�Shaw�M.�Information�Security�Policies�in�the�Uk�Healthcare�Sector:�A�Critical�

Evaluation�//�Information�Systems�Journal.�2012.�¹�22:1.�Ð.�77‒94.
41.�Webb�J.,�Ahmad�A.,�Maynard�S.B.,�Shanks�G.�A.�Situation�Awareness�Model�for�Information�Security�

Risk�Management�//�Computers�&�Security.�2014.�¹�44.�Ð.�1‒15.
42.�Whitman�M.�E.�Security�Policy:�From�Design�to�Maintenance.�Information�Security:�Policy,�Processes,�

and� Practices� //� D.� W.� Straub,� S.� E.� Goodman� R.� Baskerville� (eds.).� Advances� in� Management� Information�
Systems.� London,�England�Armonk,�New�York�:�M.E.�Sharpe,�2008.�Ð.�123‒151.

43.�Whitman�M.�E.,�Mattord�H.�J.�Management�of�Information�Security.�2010.�
44.�Whitman�M.�E.,�Townsend�A.�M.,�Aalberts�R�.J.�Information�Systems�Security�and�the�Need�for�Policy.�

2001.
45.�Wood�C.�C.�Information�Security�Policies�Made�Easy�//�A�Comprehensive�Set�of�Information�Security�

Policies.�Houston:�InformationShield.�Version�10.0.�2005.
46.�Wood�C.C.�Writing�Infosec�Policies�//�Computers�&�Security.�1995.�¹�14:8.�Ð.�667‒674.
47.�Wood�C.C.,�Lineman�D.�Information�Security�Policies�Made�Easy�Version�11�//�Information�Shield,�Inc.�

2009.�478�p.

References 

1.�Ahmad�A.,�Bosua�R.,�Scheepers�R.�Computers & Security�(Computers�&�Security),�2014,�no.�42,�
ðð.�27‒39.

2.�Ahmad�A.,�Maynard�S.�B.,�Shanks�G.�A.�International Journal of Information Management�(International�
Journal�of�Information�Management),�2015,�ðð.�717‒723.

3.� AlMayahi� I.� H.,� Sa’ad� P.� M.� Journal of Advanced Management Science� (Journal� of� Advanced�
Management�Science),�2014,�no.�2:2.�June,�ðð.�135‒139.

4.�Alshaikh�M.,�Ahmad�A.,�Maynard�S.B.,�Chang�S.�25th Australasian Conference on Information Systems�
(25th�Australasian�Conference�on�Information�Systems).�Auckland.�New�Zealand,�2014,�ðð.�40‒42.



86

Âåñòíèê ÇàáÃÓ. 2022. Ò. 28. ¹ 1                                                                                  Ïîëèòîëîãèÿ

5.�Anderson�Consulting.�Center for Education and Research in Information Assurance and Security, Purdue 
University�(Center�for�Education�and�Research�in�Information�Assurance�and�Security,�Purdue�University),�2000,�
320�p.�

6.�BañaresAlcántara�R.�Computers & Chemical Engineering�(Computers�&�Chemical�Engineering),�2010,�
no.�34:3,�ðð.�267‒276.

7.� Baskerville� R.,� Siponen� M.� Logistics Information Management� (Logistics� Information� Management),�
2002,�no.�15:5/6,�ðð.�337‒346.

8.�Bayuk�J.�Morristown, NJ, Price Waterhouse�(Morristown,�NJ,�Price�Waterhouse),�1997,�385�p.
9.�Bin�Muhaya�F.�An Approach for the Development of National Information Security Policies�(An�Approach�

for�the�Development�of�National�Information�Security�Policies),�2010.
10.� CengageBrain.� Whitman� M.� E.,� Townsend� A.� M.� and� Aalberts� R.� J.� Communications of the ACM�

(Communications�of�the�ACM),��1999,�no.��42:6,�ðð.�101‒108.
11.�Doherty�N.F.,�Fulford�H.�Communications of the ACM�(Computers�&�Security),�2006,�no.�25:1,�ðð.�55‒63.
12.�Gaunt�N.� International Journal of Medical Informatics� (International�Journal�of�Medical� Informatics),�

1998,�no.�49:1,�ðð.�131‒134.�
13.�Hare�C.�Information Security Management Handbook Fourth Edition�(Information�Security�Management�

Handbook�Fourth�Edition),�2002,�vol.�3,�CRC�Press,�ðð.�353‒383.
14.�Hassan�N.�H.,�Ismail�Z.�Procedia ‒ Social and Behavioral Sciences�(Procedia�‒�Social�and�Behavioral�

Sciences),�2012,�no.�65:0,�ðð.�1007‒1012.
15.�Höne�K.,�Eloff�J.H.P.�Computers & Security�(Computers�&�Security),�2002,�no.�1:5,�ðð.�402‒409.
16.� ISO/IEC27002. Australian/New Zealand Standard: Information Technology – Security Techniques

Code of Practice for Information Security Management� (ISO/IEC27002.� Australian/New� Zealand� Standard:�
Information�Technology�–�Security�TechniquesCode�of�Practice�for�Information�Security�Management),�2006.�

17.�Kadam�A.W.�Information Systems Security�(Information�Systems�Security),�2007,�no.�16:5,�ðð.�246‒256.
18.�Karyda�M.,�Kiountouzis�E.,�Kokolakis�S.�Computers�&�Security,�2005,�no.�24:3,�ðð.�246‒260.
19.�Klaic�A.,�Hadjina�N.�Proceedings of the 34th International Convention�(Proceedings�of�the�34th�Interna

tional��������������Convention),�2011,�ðð.�1532‒1537.
20.�Knapp�K.�J.,�Ferrante�C.�J.�Journal of Management Policy and Practice�(Journal�of�Management�Policy�

and�Practice),�2012,�no.�13:5,�ðð.�66‒80.
21.� Knapp� K.� J.,� Franklin� Morris� Jr� R.,� Marshall� T.� E.,� Byrd� T.� A.� Computers & Security� (Computers� &�

Security),�2009,�no.�28:7,�ðð.�493‒508.
22.�Li�H.,�Sarathy�R.,�Zhang�J.,�Luo�X.�Information Systems Journal�(Information�Systems�Journal),��2014,�

no.�24:6,�ðð.�479‒502.�
23.� Lim� Ahmad� A.,� Chang� S.,� Maynard� S.� PACIS 2010 Proceedings� (PACIS� 2010� Proceedings),� 2010,�

ðaper�43,�ðð.�463‒474.
24.�Lindup�K.�R.�Computers & Security�(Computers�&�Security),�1995,�no.�14:8,�ðð.�691‒695.�
25.�Lowery�J.�Developing Effective Security Policies. Dell power solutions�(Developing�Effective�Security�

Policies.�Dell�power�solutions),�2002,�ðð.�147‒217.
26.�Maynard�S.,�Ruighaver�A.�Information Systems: The Challenges of Theory and Practice�(Information�

Systems:�The�Challenges�of�Theory�and�Practice),�2003,�ðð.�366‒393.
27.�Ølnes�J.�Computers & Security�(Computers�&�Security),�1994,�no.�13:8,�ðð.�628‒636.�
28.� Oost� D.,� Chew� E.� K.� Strategic and Practical Approaches for Information Security Governance: 

Technologies and Applied Solutions�(Strategic�and�Practical�Approaches�for�Information�Security�Governance:�
Technologies�and�Applied�Solutions).�IGI�Global,�2012,�ðð.�1‒12.

29.�Palmer�M.�E.,�Robinson�C.,�Patilla�J.�C.,�Moser�E.�P.�Information Systems Security�(Information�Systems�
Security),�2001,�no.�10:2,�ðð.�1‒15.

30.� Park� S.,� Ruighaver� A.B.,� Maynard� S.B.,� Ahmad� A.� Proceedings of the International Conference on 
IT Convergence and Security�(Proceedings�of�the�International�Conference�on�IT�Convergence�and�Security),�
Suwon,�Korea.�2012.

31.� Patrick� D.� H.� Information Security Management Handbook, Fourth Edition� (Information� Security�
Management�Handbook,�Fourth�Edition).�Auerbach�Publications,�2002,�vol.�4,�ðð.�297‒311.

32.�Peltier�T.�R.�CRC Press�(CRC�Press),�2013.
33.�Puhakainen�P.,�Siponen�M.�Mis Quarterly�(Mis�Quarterly),�2010,�no.�34:4,�ðð.�757‒778.
34.� Ramachandran� S.,� Rao� C.,� Goles� T.,� Dhillon� G.� Communications of the Association for Information 

Systems�(Communications�of�the�Association�for�Information�Systems),�2012,�no.�33:11,�ðð.�163‒204.��
35.�Rees�J.,�Bandyopadhyay�S.,�Spafford�E.�H.�Communications of the Association for Information Systems�

(Communications�of�the�Association�for�Information�Systems),�2003,�no.�46:7,�ðð.�101‒106.
36.�Ruighaver�Maynard�S.�B.,�Chang�S.�Computers & Security�(Computers�&�Security),�2007,�no.�26:1,�

ðð.�56‒62.



87

Politology                                                                             Bulletin of ZabGU. 2022. Vol. 28. No. 1

37.� SANS Institute. Security Policy Roadmap ‒ Process for Creating Security Policies� (SANS� Institute.�
Security�Policy�Roadmap�‒�Process�for�Creating�Security�Policies),�2001,�ðð.�48‒96.�

38.�Siponen�M.,�Adam�Mahmood,�M.�Pahnila�S.�Information & Management�(Information�&�Management),�
2014,�no.�51:2,�ðð.�217‒224.

39.� Siponen� M.,� Pahnila� S.,� Mahmood� A.� New Approaches for Security, Privacy and Trust in Complex 
Environments�(New�Approaches�for�Security,�Privacy�and�Trust�in�Complex�Environments),�2007,�ðð.�133‒144.

40.�Stahl�B.�C.,�Doherty�N.�F.,�Shaw�M.�Information Systems Journal�(Information�Systems�Journal),�2012,�
no.�22:1,�ðð.�77‒94.

41.�Webb�J.,�Ahmad�A.,�Maynard�S.B.,�Shanks�G.�A.�Computers & Security�(Computers�&�Security),�2014,�
no.�44,�ðð.�1‒15.

42.�Whitman�M.�E.�Advances in Management Information Systems�(Advances�in�Management�Information�
Systems).� London,�England�Armonk,�NY:�M.�E.�Sharpe,�2008.�Ð.�123‒151.

43.� Whitman� M.� E.,� Mattord� H.� J.� Management of Information Security� (Management� of� Information�
Security),�2010.�592�ð.

44.�Whitman�M.�E.,�Townsend�A.�M.,�Aalberts�R.�J.�Information Systems Security and the Need for Policy�
(Information�Systems�Security�and�the�Need�for�Policy),�2001.

45.�Wood�C.�C.�A Comprehensive Set of Information Security Policies�(A�Comprehensive�Set�of�Information�
Security�Policies).�Houston:�InformationShield.�Version�10.0.�2005.

46.�Wood�C.C.�Computers & Security�(Computers�&�Security),�1995,�no.�14:8,�ðð.�667‒674.
47.�Wood�C.C.,�Lineman�D.�Information Shield, Inc�(Information�Shield,�Inc),�2009,�478�p.�

Èíôîðìàöèÿ îá àâòîðå 

Áåéäèíà Òàòüÿíà Åâãåíüåâíà, äð� ïîëèò.� íàóê,� ïðîôåññîð,�ïðîôåññîð�êàôåäðû� ãîñóäàðñòâåííîãî,� ìóíèöèïàëüíîãî�
óïðàâëåíèÿ�è�ïîëèòèêè,�Çàáàéêàëüñêèé�ãîñóäàðñòâåííûé�óíèâåðñèòåò,�ã.�×èòà,�Ðîññèÿ.�Îáëàñòü�íàó÷íûõ�èíòåðåñîâ:�
ïîëèòè÷åñêèå�íàóêè,�ãîñóäàðñòâåííîå�óïðàâëåíèå
beydina@inbox.ru�

Êóõàðñêèé Àðòåì Íèêîëàåâè÷,� êàíä.�ïîëèò.�íàóê,�Çàáàéêàëüñêèé�ãîñóäàðñòâåííûé�óíèâåðñèòåò,� ã.�×èòà,�Ðîññèÿ.� Îá
ëàñòü�íàó÷íûõ�èíòåðåñîâ:�èíôîðìàöèîííàÿ�áåçîïàñíîñòü
kukharskijjartjom@yandex.ru

Íîâèêîâà Àííà Âëàäèìèðîâíà, êàíä.�ïîëèò.�íàóê,�äîöåíò,�äîöåíò�êàôåäðû�ãîñóäàðñòâåííîãî,�ìóíèöèïàëüíîãî�óïðàâ
ëåíèÿ�è�ïîëèòèêè,�Çàáàéêàëüñêèé�ãîñóäàðñòâåííûé�óíèâåðñèòåò,�ã.�×èòà,�Ðîññèÿ.�Îáëàñòü�íàó÷íûõ�èíòåðåñîâ:�ïîëèòè
÷åñêèå�íàóêè,�ãîñóäàðñòâåííîå�óïðàâëåíèå
anna_novikova2010@mail.ru

Information about the author 

Tatyana Beidina, doctor� of� political� sciences,� professor,� head� of� State,� Municipal� Management� and� Politics� department,�
Transbaikal�State�University,�Chita,�Russia.�Sphere�of�scientific�interests:�political�science,�public�administration

Artem Kukharsky, candidate�of�political�sciences, Transbaikal�State�University,�Chita,�Russia.�Sphere�of�scientific� interests:�
political�science,�information�security

Anna Novikova,� candidate� of� political� sciences,� associate� professor,� assistant� professor,� State,� Municipal� Management�
and� Politics� department,� Transbaikal� State� University� Chita,� Russia.� Sphere� of� scientific� interests:� political� science,� public�
administration

Äëÿ öèòèðîâàíèÿ 

Áåéäèíà Ò. Å., Êóõàðñêèé À.Í., Íîâèêîâà À.Â. Ìîäåëü ýôôåêòèâíîé ïîëèòèêè èíôîðìàöèîííîé áåçîïàñíîñòè â êîí
òåêñòå ïðàêòèêè óïðàâëåíèÿ // Âåñòíèê Çàáàéêàëüñêîãî ãîñóäàðñòâåííîãî óíèâåðñèòåòà. 2022. Ò. 28, ¹ 1. Ñ. 75–87. 
DOI: 10.21209/2227924520222817587.

Beydina T., Kukharsky A., Novikova A. Model of effective information security policy in the context of management practice // 
Transbaikal State University Journal, 2022, vol. 28, no. 1, pp. 75–87. DOI: 10.21209/2227924520222817587.

Ñòàòüÿ�ïîñòóïèëà�â�ðåäàêöèþ:��19.11.2021�ã.
Ñòàòüÿ�ïðèíÿòà�ê�ïóáëèêàöèè:��11.01.2022�ã.


